Prediction of Navigation Profiles
in a Distributed Internet Environment
through Learning of Graph Distributions

Dirk Kukulenz

Kiel University, Institute of Computer Science,
Preusserstr. 1-9, 24105 Kiel, Germany
dku@ks.informatik.uni-kiel.de

/

Abstract. Collaborative filtering techniques in the Internet are a means
to make predictions about the behaviour of a certain user based on the
observation of former users. Frequently in literature the information that
is made use of is contained in the access-log files of Internet servers stor-
ing requested data objects. However with additional effort on the server
side it is possible to register, from which to which data object a client
actually navigates. In this article the profile of a user in a distributed
Internet environment will be modeled by the set of his navigation deci-
sions between data objects. Such a set can be regarded as a graph with
the nodes beeing the requested data objects and the edges being the de-
cisions. A method is presented to learn the distribution of such graphs
based on distance functions between graphs and the application of clus-
tering techniques. The estimated distribution will make it possible to
predict future navigation decisions of new users. Results with randomly
generated graphs show properties of the new algorithm.

1 Introduction

In many applications in the field of Internet research it is important to estimate
the relevance of data objects available in the Internet for a specific user or a
group of users. In the field of content-based learning the estimation is based on
the behaviour of a specific user. Collaborative filtering techniques make it possible
to learn from former usages of other users in order to make predictions for a new
user. These estimations can e.g. be used to make navigation on an Internet site
easier, to improve the quality of web sites or to find groups of consumers or
interest groups.

In [10] a procedure is presented to apply a collaborative filtering technique
for the creation of index lists, i.e. new web pages containing lists of hyperlinks
relevant for a certain topic, that are based on sets of requested data objects. In
[2] a navigation support system is presented that learns from search words and
browsing decisions of users, applying a reinforcement learning technique. In [14]
and [12] techniques for presending documents on the WWW are described that
apply different kinds of Markov-learning techniques.
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The information that is known about a specific user in the case of [10] and
(14] is the log data of Internet servers. Each request is stored in the so-called
access-log file containing information about the time of a request, the IP-address
of a client and the (IP-address of the) requested data object. However, different
caching strategies are used in the Internet, with the intention to reduce net
traffic and to increase the speed of requests. As a consequence, not all requests
of clients actually reach the original server. Thus only a subset of requested data
objects of a specific client is known on the server’s side.

In [14] the actual navigation path is estimated using the access-log informa-
tion. Here we will however use an idea presented in [2] to register the actual
set of navigation decisions of a client on the server’s side. A specially developed
proxy server in the connection between server and client modifies each requested
web page in a way that all hyperlinks point to that proxy server. The new links
contain additional information like the originally requested page, the page where
the link is located and and an id-number assigned to the client. By this means
navigation decisions of Internet users on the considered website can be registered
on the server’s side. This method makes it also possible to register the number
of navigation decisions in a distributed Internet environment, i.e. the navigation
decisions between data objects on a number of Internet servers.

Our collaborative filtering procedure is based on these sets of navigation de-
cisions of users. In the field of data mining algorithms are presented to find sets
with high frequencies [1]. Related to that, in (6] an algorithm is presented to
find frequent navigation sequences in the Internet. The approach described here
is based on the distances between patterns. A set of navigation decisions can be
regarded as a set of directed edges between data objects. These edges constitute
a graph structure with vertices being the requested data objects and the edges
being the decisions. In the field of pattern recognition different distance functions
between graph structures are presented e.g. in (9], [4], [13]. We will use one of
these functions together with an application of nearest neighbourhood cluster-
ing [7] to estimate the shape of the distribution of the graph profiles. Knowing
this distribution simple classification procedures can be applied to classify a new
profile and thereby to predict future decisions. The advantage of this technique
compared to Markov models, as presented e.g. in [14], is that we don’t have to
consider the order of a Markov process. Such a predefinition may cause classifi-
cation errors or otherwise cause an unnecessary increase of complexity.

In the next section the technique for the estimation of graph distibutions
and the prediction technique of future navigation decisions will be described. In
Sect. 3 some estimation examples with randomly generated graphs are presented
showing properties of the distribution estimation and the prediction technique.
Section 4 gives a summary and mentions further research issues.
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2 Estimation of Graph Distributions

2.1 Definitions and Model

As described in the introduction, the information that can be acquired about a
specific Internet user on the server’s side with the described method is the set
(or at least a subset) of his navigation decisions. These navigation decisions take
place between certain data objects being available on the considered Internet
site, like web pages, images, scripts, etc . Let D’ denote the set of data objects
in the Internet site, having an (own) URL address.

A user profile, measured by the agent, is then a graph structure:

Definition 1. A (profile-) graph or navigation profile is a 4-Tupel G=(V,E,u,v).
V is a set of nodes and E CV xV is a set of edges. Function u:V — Ly C D
assigns labels to the nodes. Function v : E — Lg assigns labels to the edges.
Let < G > be the set of all graphs following the preceding definition. This set
will be denoted as ’graph space’ based on D. Let {G} €< G > denote a set of
graphs.

Lv is a subset of D or a set of pointers to D. The edges considered here are in
the most common case hyperlinks that are present on certain web pages, Java
applets or scripts. However, with the help of a search engine, the user can get
from one data object to possibly any other object.

In the following sections the definitions of a subgraph, a graph and sub-
graph isomorphism, graph-edit operations and an error correcting subgraph iso-
morphism are used that are common in the field of graph theory or artificial '
intelligence and that are presented e.g. in [3] and [9].

2.2 Characterizations of Graph Distributions

It is our aim to classify a new profile graph according to a set of former profiles
supplied by users. For this purpose it is helpful to know the distribution of graph
profiles or at least to get an idea of the shape of this distribution. It is possible
to regard < G > as a discrete set and to assign a probability value to each
element depending on the relative frequency. However, graphs may be similar
according to certain aspects which may not be taken into account by the discrete
formulation.

It is very likely that people having the same question in mind produce sim-
ilar navigation profiles that are however slightly distorted because of Internet
caching, different starting points or different searching strategies. Vice versa,
similar profiles are likely to result from similar questions or intentions of users
which is the main assumption we make [5], [8]. We therefore assume that the
profiles are distributed in a way that one or a number of profiles in some "places’
in the graph space have a high likelihood and the other profiles being more and
more distant from one of these ’central’ profiles have a decreasing likelihood with
respect to a distance function that will be defined in Sect. 2.3. This distribution
can then be characterized by a function:

Characl : {G} — {1, ..n}
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Here, every profile is associated with one of the clusters. Another method is to
consider the centers of the clusters and to take into account some characteristics
of the inner cluster structure. A characterization of the graph distribution is
then the set of these cluster properties:

Charac?2 : U {(mi, 04, Ad) },

i=1,..n

where p; is the center graph of cluster i, o; is a measure for the distribution
within the cluster, e.g. the mean value of the distances of the elements in the
cluster 7 from the center element p; and A; is the number of elements in the
cluster. The center values u; can easily be found from Charac.1 by determining
the element in the cluster with the smallest sum of the distances to all the other
elements in the same cluster.

In the following we will use a simplification of the graph distribution charac-

terization Charac2 by taking only the center elements into account.
We define: Charac2’ : J;—; ,{ni}

2.3 Graph Metrices

The ’shape’ of the graph distribution as being characterized by Characl or
Charac? depends strongly not only on the data elements but also on the distance
measure between graphs. Several definitions of graph distances are known from
the field of pattern recognition.

A simple idea to define such a distance function is to count the number of
identical nodes. To achieve a better segmentation of the set of graph profiles
however, the structure of the connections, i.e. edges in the graphs, should be
taken into account, too. A measure for such a structural similarity is the size
of the largest common subgraph. In [4] it was shown that for two non-empty
graphs ; und G5 and the largest common subgraph 1c¢S(G1, G2) the function

Definition 2. d(G;,G3) :=1— niti?gii,(l;é%l)

has the mathematical properties of a metrics ( |.| denotes the number of nodes in
a graph). A similar graph distance was defined in [13]. The disadvantage of this
metrics is that possible similarities between different nodes can’t be taken into
account. Such similarities between the type of nodes that are considered here,
i.e. data objects, have been examined for textual data in the field of information
retrieval [11]. They are important for the automatic indexing of web pages for
the realization of search engines. One well-known distance measure is the tfidf
Norm, in which text pages are converted into vectors of weights of words that
can be compared with the help of the cosine between the vectors.

A distance measure for two graphs G; and G5 making it possible to take such
similarities into account is the following function, where A is a set of graph-edit
operations and C is a cost function for the edit oprations as described in [9]:

Definition 3. d(Gy,G2) := mina{ C(A) | there exists an error-correcting-
subgraph-isomorphism fa from Gy to Ga} :
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The distance function in definition 3 is not symmetric. In order to create a
symmetric distance function it is possible to take the minimum of d(G1, G2) and
d(G2,G1).

In the following we will however work with the distance in definition 2 which
is easier to implement and faster to compute.

2.4 Estimation of a Graph Distribution

The previously defined metrices or distance functions can now be applied to
estimate the shape of a graph distribution considering the distribution charac-
terization C'harac2’ in Sect. 2.2. The navigation graphs can be clustered using a
common clustering technique like nearest neigbourhood clustering as described
in [7] and by using one of the distance functions given in Sect. 2.3. Further in-
vestigations concerning the shape of the inner cluster distributions according to
Charac2 in Sect. 2.2 can then be made.

In order to measure the quality of such a distribution estimation it may be
helpful to determine the distance between a real distribution that is known in
advance and an estimation of this distribution. Let Gi,..G, be the elements
in {G}, Hi,..Hm (m < n) be the real cluster centers characterizing the graph
distribution and d(Gp,G2) be the distance between two graphs according to
one of the definitions in Sect. 2.3. Let §(G) := min{d(G, H;)|j = 1, ..m} with
G e {G}.

Definition 4. Given an estirnation of the cluster centers H,,.H,, let err =
Piz1,.m 0(Hi)-

Obviously, err decreases, if the estimation result gets better i.e. the estimated
cluster centers move towards the real ones.

Knowing the estimated distribution of navigation graphs we can describe a
prediction technique to find future navigation steps of a specific user if we assume
that the new profile follows the same distribution as the former ones. One way
is to compare the new navigation profile to the estimated cluster centers and
to find the closest center. Given the estimated cluster centers H §s ..H,, and the
new profile G, in this method dl; := d(G, H;) has to be minimized in j where
d(G, H;) is a distance of G' to the cluster center H; as defined in Sect. 2.3. This
center element H ; can then be expected to have a high relevance for the user.

A further possibility is to take into account the absolute probability that a
user profile belongs to a cluster. This probability can be estimated by the relative
number of elements in the cluster. The minimization of d2; := d(G, ﬁj)ﬁhl’j,f_,q in
j takes this absolute probability into account, where A is the number of observed
profiles, A; is the number of patterns in cluster j. These functions will be tested in
the following section. The basic steps of the estimation and prediction algorithm
are:

e Data acquisition
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Distribution estimation (offline)

e Computation of the distance matrix
e Clustering procedure
e Distribution estimation

Prediction (online)

Registration of a new (partial) user profile

Computation of distances to the estimated cluster centers

Classification of the new profile according to the estimated distribution and
a classification function

Prediction of future navigation decisions according to the classification re-
sults

The distribution estimation as described above can be done offiine. For most of
the applications like navigation support, the prediction step has to be done in
real-time.

3  Simulation Results with Randomly Generated Graphs

It is our aim to show some of the properties of the described distribution esti-
mation and classification with randomly generated navigation profiles where the
distribution (i.e. Charac2’ in Sect. 2.2) of the original data is known in advance
and can be compared to the estimation results. The simulation process starts
by defining a graph space < G > as defined in Sect. 2.1. A number of graphs
will then be computed randomly with equal distribution, the number of nodes
being identical and a fix number of edges. These graphs represent the real center
graphs. Then a sequence of graphs will be computed presenting the simulated
graph data. Each graph is obtained by randomly choosing one of the real center -
graphs and a number for the label errors. The error value is chosen according to '
a discrete Gaussian N(0, ) distribution. The simulated graph is computed by 3
changing a number of node labels of the center graph, equal to the number of
label errors.

In Fig. 1 the dependence of the estimation quality according to definition 4
on the number of graphs in the sequence of navigation profiles is shown. The
number of elements in D is 30, the number of nodes in each graph is 25, with 30
edges. The graphs were computed from 2 original graphs (m=2), constituing th
real distribution characterization. The number of identical simulations was 10
In Fig. 1 each value is the mean value of the estimation errors in the identica
simulations. The graph metrics applied here for the clustering and the estimation
quality measurement is the subgraph metrics in definition 2. As can be expected,
the estimation error decreases, when the number of graphs increases since mor
information about the distribution is available for the estimation process.

In a second experiment we examined the prediction quality supposing that
the distribution characterization is already known. A number of profiles wer
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Fig. 1. Dependence of the estimation error on number of graphs

generated, following this distribution as described above. The percentage ( x
of missclassifications was determined, denoted as ’classification error’.
Figure 2 shows the classification error based upon the minimization of d1
(o) and d2 (4) in Sect. 2.4. In the experiment the deviation of label errors is
changed. As can be seen, the prediction based upon minimization of d2 shows
better results for higher values of the label error. This result was expected since
- more information about the shape of the distribution is used in the case of d2.

1
T05)

4 Conclusion and Further Aspects

In this article an estimation technique was presented that applies clustering of
a set of graphs based on a definition of a distance between graphs. This pro-
cess provides a characterization of the distribution of graphs which is difficult to
describe directly. This characterization can then be applied for a relevance esti-
mation presuming that the new navigation graph follows the same distribution.
Some characteristics of the algorithm like the convergence for an increasing
number of patterns were shown by means of randomly generated graphs. The
dvantage of the use of simulated data is the knowlege about the distribution
that can’t be known for real data.

Compared to Markov modelling this estimation method has the advantage
hat a multi-step-prediction can easily be done and that not only sequences of
avigation steps but also navigation graphs i.e. sets of navigation steps can be
aken into account. A graph modelling of user decisions can be of advantage if
e.g. caching strategies in the Internet cause distorted navigation profiles or if the
ctual set of navigation decisions has to be considered.

One problem to discuss when recommending navigation decisions is the so-
alled ’snowball effect’. If the system learns a wrong path and presents it to other
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Fig. 2. Classification experiment of user profiles by minimizing d1 (e) and d2
(+) in Sect. 2.4.

users, they may also follow this wrong path and the system will learn again the
wrong path. This problem however becomes only important if a high percentage
of users actually use the support system. The registration of navigation decisions
described in Sect. 1 is also possible for users who don’t apply the support system.
There are more refined methods conceivable to describe a distribution of
graphs. A first improved method is given in definition 2.2, however further im-
provements should be developed. Different and more refined graph distances can
be defined e.g. taking into account node distances as described in definition 3.
Additionally the prediction quality has to be examined closely for real data. The
time requirements of the prediction algorithm are very important because this
step has to be done in real-time if the prediction result is used e.g. for a naviga-
tion support tool. Further improvements of the system with respect to learning
from additional information about a user or the Internet site are of interest.
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