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a multithreaded ow of control. The concurrency model includes shared-
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duce in this paper a tool-supported assertional proof method for Javamr
(\ Multi-Threaded Java "), a small concurrent sublanguage of Java, cover-
ing the mentioned concurrency issues as well as the object-tased core of
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heritance and subtyping. We show soundness and relative conpleteness
of the proof method.
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Introduction

The semantical foundations ofJava [18] have been thoroughly studied ever since
the language gained widespread popularity (see e.g. [6,3B4]). The research
concerning Java's proof theory mainly concentrated on various aspects ofse-
quential sub-languages (see e.g. [24,42,35]). In [4] a sound and cdetp proof
system is presented fodava's reentrant multithreading concept. In this paper we
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illustrate how information about other mechanisms can be ircorporated in the
proof system by means ofauxiliary variables which describe the corresponding
ow of control: We describe an extension of the proof system & monitor syn-
chronization. We introduce an abstract programming languageJavay , a subset
of Java, featuring dynamic object creation, method invocation, object references
with aliasing, and, speci cally, concurrency and Java's monitor discipline.

The behavior of a Javayr program results from the concurrent execution
of methods. To support a clean interface between internal ad external object
behavior, Javayr does not allow quali ed references to instance variables. 8 a
consequence, shared-variable concurrency is caused by siltaneous execution
within a single object, only, but not across object boundares. In order to capture
program behavior in a modular way, the assertional logic andthe proof system
are formulated in two levels, a local and a global one. The loal assertion lan-
guage describes the internal object behavior. The global Hevior, including the
communication topology of the objects, is expressed in thelgbal language. As
in the Object Constraint Language (OCL) [43], properties of object-structures
are described in terms of a navigation or dereferencing opator.

The assertional proof system for verifying safety propertes ofJavayr is for-
mulated in terms of proof outlines [30], i.e., of programs augmented by auxiliary
variables and annotated with Hoare-style assertions [17,2]. The satisfaction of
the program properties speci ed by the assertions is guarateed by the veri ca-
tion conditions of the proof system. The execution of a sing¢ method body in
isolation is captured by standard local correctnessconditions, using the local as-
sertion language. Interference between concurrent methoéxecutions is covered
by the interference freedom test[30, 28], formulated also in the local language.
It has especially to accommodate for reentrant code and the peci ¢ synchro-
nization mechanism. Possibly a ecting more than one instarte, communication
and object creation is treated in the cooperation test using the global language.
The communication can take place within a single object or beveen di erent
objects. As these cases cannot be distinguished syntactity our cooperation
test combines elements from similar rules in [11] and in [28for CSP.

Computer-support is given by the Verger (\VERI cation condition GEner-
atoR") tool, taking a proof outline as input, and generating the caresponding
veri cation conditions as output. We use the theorem prover PVS [31] to verify
the conditions.

Overview This paper is organized as follows. Section 2 de nes the syax and

semantics ofJavayr . After introducing the assertion language in Section 3, the
main Section 4 presents the proof system, whose soundnessdacompleteness is
shown in Section 5. The proofs of the results are included intte appendix. The
last Section 6 discusses related and future work.
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2 The programming language Javayr

In this section we introduce the languagelavayt (\Multi-Threaded Java" ). We
start with highlighting the features of Javayr and its relationship to full Java,
before formally de ning its abstract syntax and semantics.

2.1 Introduction

Javayr is a multithreaded sublanguage ofJava. Programs, as inJava, are given
by a collection of classes containing instance variable andthethod declarations.
Instances of the classes, i.e.pbjects, are dynamically created, and communicate
via method invocation, i.e., synchronous message passing. As we focus on a proof
system for the concurrency aspects oflava, all classes inJavayr are thread
classes in the sense ojava: Each class contains astart-method that can be
invoked only once for each object, resulting in a new thread bexecution. The
new thread starts to execute the user-de nedrun-method of the given object
while the initiating thread continues its own execution.

As a mechanism of concurrency control, methods can be declad assyn-
chronized. Each object has alock which can be owned by at most one thread.
Synchronized methods of an object can be invoked only by a tlead which owns
the lock of that object. If the thread does not own the lock, it has to wait until
the lock gets free. If a thread owns the lock of an object, it ca recursively invoke
several synchronized methods of that object. This correspads to the notion of
reentrant monitors and eliminates the possibility that a single thread deadlocks
itself on an object's synchronization barrier.

Besides mutual exclusion, using the lock-mechanism for syironized meth-
ods, objects o er the methods wait, notify, and notifyAll as means to facilitate
e cient thread coordination at the object boundary. A threa d owning the lock
of an object can block itself and free the lock by invokingwait on the given ob-
ject. The blocked thread can be reactivated by another threa via the object's
notify method; the reactivated thread must re-apply for the lock beore it may
continue its execution. The method notifyAll, nally, generalizes notify in that it
noti es all threads blocked on the object.

As the static relationships between classes are orthogonab multithread-
ing aspects, we ignore inJavayr the issues ofinheritance, and consequently
subtyping, overriding, and late-binding. For simplicity, we neither allow method
overloading i.e., we require that each method name is assigned a uniquést of
formal parameter types and a return type. In short, being corcerned with the
veri cation of the run-time behavior, we assume a simple monomorphic type
discipline for Javayr .

2.2 Abstract syntax

Similar to Java, the languageJavayt is strongly typed and supports class types
and primitive, i.e., non-reference types. As built-in primitive types we restrict
to integers and booleans, denoted byint and Bool. Besides the built-in types,
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the set of user-de nable types is given by a set of class names, with typical
elementc. Furthermore, the language allows pairs of typet; t, and sequences of
type listt. Side-e ect expressions without a value, i.e., methods wiout a return
value, will get the type Void. Thus the set of all types with typical element t is
given by the following abstract grammar:

t = VoidjIntjBooljcjt tjlistt

For each type, the corresponding value domain is equipped h a standard
set F of operators with typical element f. Each operator f has a unique type
ty tn ! tanda xedinterpretation f,where constants are operators of zero
arity. Apart from the standard repertoire of arithmetical a nd boolean operations,
the set F of operators also contains operations on tuples and sequees like
projection, concatenation, etc.

SinceJavayr is strongly typed, all program constructs of the abstract syntax
|variables, expressions, statements, methods, classes| are silently assumed to
be well-typed, i.e., each method invoked on an object must besupported by
the object, the types of the formal and actual parameters of he invocation must
match, etc. In other words, we work with a type-annotated abgract syntax where
we omit the explicit mentioning of types when no confusion ca arise.

For variables, we notationally distinguish between instance and local vari-
ables. Instance variables are always assumed to be privata Davayr . They hold
the state of an object and exist throughout the object's lifdime. Local variables
are stack-allocated; they play the role of formal parametes and variables of
method de nitions and only exist during the execution of the method to which
they belong. The set of variablesVar = IVar [ TVar with typical element y is
given as the disjoint union of the instance and the local (tenporary) variables.
Var' denotes the set of all variables of typet, and correspondingly for IVar *
and TVar . As we assume a monomorphic type disciplineyar'\ Var®’ = ; for
distinct types t and t° We usex;x%x1;::: as typical elements fromIVar , and
u;v;u®vy;::: as typical elements fromTVar .

The abstract syntax is summarized in the Table 1. It slightly diers from
the Java syntax: For example, we use := to build assignments instead bJava's
=, while we use = for equality instead of ==, and write conditi onal expressions
in the form if e then e, else e; instead of (e17e; : e3). Though we use the
abstract syntax for the theoretical part of this work, the Verger tool supports
Java syntax.

Basic constructs  Besides using instance and local variablegxpressions ex®
Exp are built from this, null, and from subexpressions using the given operators.
We will use e as typical element for expressions, andxpy,.. to denote the set of
well-typed expressions of typet in method m 2 M of classc 2 C, whereM is an
in nite set of method names containing start, run, wait, notify, and notifyAll. The
sets Exp' and Expn.. are de ned correspondingly. The expressiorthis is used
for self-reference within an object, andnull is a constant representing an empty
reference.
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To support a clean interface between internal and external bject behavior,
Javayr does not allow quali ed references to instance variables. 8 a conse-
quence, shared-variable concurrency is caused by simultaous execution within
a single object, only, but not across object boundaries.

As statements stm2 Stm, we allow assignments, object creation, method
invocation, and standard control constructs like sequental composition, condi-
tional statements, and iteration. We refer by Stmy,.c to the set of statements in
method m of classc, and write for the empty statement.

A method de nition consists of a method namem, a list of formal parameters
Ui;:i:;un, and a method body body,,. of the form stm;returnee; . The set
Meth. contains the methods of class. To simplify the proof system we require
that method bodies are terminated by a single return statemet returne.; , giving
back the control and possibly a return value. Additionally, methods are decorated
by a modi er modif distinguishing betweennon-synchronized and synchronized
methods3 We usesyng(c; m) to state that method m in classc is synchronized.
In the sequel we also refer to statements in the body of a synebnized method
as being synchronized.

A classis de ned by its name c and its methods, whose names are assumed
to be distinct. As mentioned earlier, each class contains th methodsstart and
run. These methods serve to launch a thread, wheraun contains the actual body
of the thread, and start is a \wrapper" around run which allows the initiator of
the thread to asynchronously continue after setting o the execution of the new
thread. The run-method cannot be invoked directly.

A program, nally, is a collection of class de nitions having di erent class
names, whereclassmwain de nes by its run-method the entry point of the pro-
gram execution. We call the body of therun-method of the main class themain
statement of the program. In Java, the entry point of a program is given by the
mairrmethod of the main class. Relating the abstract syntax to that of Java,
we assume that themain-method of Javayt programs creates an instance of the
main class, starts its thread, and terminates. The reason tanake this restriction
is, that Java's mainmethod is static, but our proof system does not support
static methods and variables.

The set of instance variables IVar . of a classc is implicitly given by the set
of all instance variables occurring in that class. Correspodingly for methods,
the set of local variablesTVar ... of a method m in classc is given by the set
of all local variables occurring in that method.

Thread coordination  Besides the user-de nable methods, we consider the pre-
de ned onesstart, wait, notify, and notifyAll. The start-method is not implemeted
syntactically; see the next section for its semantics. The d nition of the monitor
methodswait, notify, and notifyAll uses the auxiliary statements signal !signalall,
?signal and returngetock .- All three methods are non-synchronized, parameterless,
and without a return value. They can be used to block and reacivate threads at

3 Java does not have the \non-synchronized" modi er: methods are n on-synchronized
by default.
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exp = x jujthisjnulljf(exp;:::; exp)
eXPey 1= ] exp
Stm 1= X ;= expj u:= expj u:= new
j u:= expim(exp;::: exp) j exp:m(exp;:::; exp)
j ] stm;stm j if expthenstm elsestm | whileexpdostmod:::
modif ::= nsyncj sync
meth ::= modif m(u;:::;u)f stm;returnexp, 9
methn 2= nsync rur()f stm;return g
class ::= cf meth:::meth methyu, methpreder 9
classmain ::= class
prog ::= hclass: ::class classnaini

Table 1. Javaur abstract syntax

the object boundary, as informally described in Section 2.1Java's Thread class
additionally support methods for suspending, resuming, ad stopping a thread,
but they are deprecated and thus not considered here.

methpreder ::= Methsat Methwair Methnoity Methnatityanl
methwait ::= nsyncwaif)f ?signat returngetock g
methnoiry = nsync notify() f !signal; return g

methnoiryan 2= nsync notifyAll() f !signalall; return g

Table 2. Javaur prede ned methods

Restrictions  Besides the mentioned simpli cations on the type system, we
impose for technical reasons the following restrictions orthe language: We re-
quire that method invocation and object creation statements contain only local
variables, i.e., that none of the expressionsy;::: ;e, in a method invocation

eo:m(ey;:::;ey) contains instance variables. Furthermore, formal parameers

must not occur on the left-hand side of assignments. These strictions imply

that during the execution of a method the values of the actualand formal pa-

rameters are not changed. Finally, the result of an object ceation or method
invocation statement may not be assigned to instance variales. This restriction

allows for a proof system with separated veri cation conditions for interference
freedom and cooperation. It should be clear that it is possike to transform a

program to adhere to this restrictions at the expense of addional local variables
and thus new interleaving points.

Example 1. The following class implements a simple account, o ering itierfaces
for deposit and withdraw. To assure that the balancex remains non-negative, the
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withdraw method is synchronized; implicitly, the balance does not get decreased
between the evaluation ofx > = i and the withdrawing. We will use this program
to demonstrate the proof system: We show that for each classnstance, under
the assumption, that the methods depositand withdraw are called with positive
parameters only, the balancex has always a non-negative value.

public class Account{
private int x;

private void change_balance (int i){
X = X+i;
}

public void deposit(int i){
change_balance (i);
}

public synchronized void withdraw(int i){
if (x>=i) { change_balance(-i); }

2.3 Semantics

In this section, we de ne the operational semantics of Javayt, especially, the
mechanisms of multithreading, dynamic object creation, mé¢hod invocation, and
coordination via synchronization. After introducing the semantic domains, we
describe states and con gurations in the following section The operational se-
mantics is presented in Section 2.3.2 by transitions betwae program con gura-
tions. Section 2.3.3 shows how states are represented RPVS.

2.3.1 States and con gurations To give semantics to the expressions, we
rst x the domains Val' of the various typest. Let Val'™ and Val % denote the
set of integers and booleansyal"™!! be nite sequences over values fromval®,
and let Val'* 'z stand for the product Val'* Val'2. For class names 2 C, the set
Val ¢ with typical elements ; ;::: denotes an in nite set of object identi ers,
where the domains for di erent class names are assumed to beigjoint. For
each class name, null® 2 Val® represents the value ofull in the corresponding
type. In general we will just write null, when c is clear from the context. We
de ne Valy, asVal®[f null°g, and correspondingly for compound types. The
t of all possible non-nil values, Val' is written as Val, and Val ,,,, denotes
(Valpy -

Let Init : Var ! Val,, be a function assigning the initial value of typet
to each variabley 2 Var', i.e., null, false, and 0 for class, boolean, and integer
types, respectively, and analogously for compound types, here sequences are
initially empty. We de ne this 2 Var, such that the self-reference is not in the
domain of Init .

The con guration of a program consists of all currently exeating threads to-
gether with the set of existing objects and the values of thei instance variables
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(cf. Figure 1). Before formalizing the global con gurations of a program, we de-
ne local states and local con gurations. In the sequel we icentify the occurrence
of a statement in a program with the statement itself.

Global configuration

Methqd SO A
execution..\—

Fig.1. Global con guration

A local state 2 | of a thread holds the values of its local variables and
is modeled as a partial function of typeTVar * Val,, . We use the notation
M to refer to a local state of a thread executing methodm of an instance of
classc. The initial local state ; or ;° assigns to each local variables from
its domain the value Init (u).

A local con guration (; ; stm) of a thread executing within an object 6
null speci es, in addition to its local state , its point of execution represented
by the statement stm. A thread con guration is a stack of local con gurations
(05 o;stmp)( 1; 1;stmy):::( n; n;Stmpy), representing the chain of method
invocations of the given thread. We write  (; ; stm) for pushing a new local
con guration onto the stack.

The state of an object is characterized by itsinstance state i, 2 inst Of
type IVar [f thisg* Val,, which assigns values to the self-referencihis and
to instance variables* We write £, to denote instance states assigning values
to the instance variables of clasg, i.e., [ is of type IVar . [ thisg! Val,,, .
4 In Java, this is a \ nal" instance variable, which for instance implies, i t cannot be

assigned to.
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The initial instance state Nt or &M assigns a value fromval © to this, and to
each of its remaining instance variables< the value Init (x). The semantics will
maintain £ (this) 2 Val® as invariant.

A global state 2  stores for each currentl;sexisting object its instance state
and is modeled as a partial function of type (" ,c Val®) *  inst . The set of
existing objects of typecin a state is given by Val°( ), and Val{,, ( )is de ned
by Val®( ) [f null®g. For the built-in types Int and Bool we de ne Val'( )
and Vall,, ( ), independently of , as the set of pre-existing valuesval "t and
Val Boo, respectively. For compound glpes,VaI‘( ) and Val},, ( ) are de ned
gorrespondingly. We refer to the set tValt( ) by Val( ); Val,, ( ) denotes

. val L (). The instance state of an object 2 Val( ) is given by ( ) with
the invariant property ( )(this) = . We say that objects 2 Val( ) exists
in , and we throughout require that, given a global state, no insance variable
in any of the existing objects refers to a non-existing objet; i.e., ( )(x) 2
Val ,, () for all 2 Val®( ). This will be an invariant of the operational
semantics of the next section.

A global con guration hT; i consists of a sefT of thread con gurations of
the currently executing threads, together with a global stae describing the
currently existing objects. Analogously to the restriction on global states, we
require that local con gurations ( ; ; stm)in hT; i refer only to existing object
identities, i.e., 2 Val( ) and (u) 2 Val,, ( ) for all variables u from the
domain of ; again this will be an invariant of the operational semantics. In the
following, we write (; ; stm) 2 T if there exists a local con guration (; ; stm)
within one of the execution stacks ofT.

Expressionse 2 Exp,,. are evaluated with respect to aninstance local state
(Ssts ™) 2 inst loc - The semantic function [Jgc : ( inst loc) !
(Exp * Val,, ), shown in Table 3, evaluates in the context of an instance
local state ( ;s ; ) expressions containing variables fromdom( ;.. ) [ dom( ):
Instance variablesx and local variablesu are evaluated to ;. (x) and (u),
respectively; this evaluates to ;. (this), and null has the null -reference as value,
where compound expressions are evaluated by homomorphidtlng.

XEE™' = st (X)
[ule™ " = (u)
[thislc™ = e (this)
[nullc™ = null
[fler;irien)le™ = f([edg™  ;iitilenle™ )

Table 3. Expression evaluation

We denote by [u 7! v] the local state which assigns the valuer to u and agrees
with  on the values of all other variables. The semantic update ;. [x 7! v] of in-
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stance states is de ned analogously. Correspondingly forlgbal states, [:x 7! v]
denotes the global state which results from by assigningv to the instance
variable x of object . We use these operators analogously for simultaneously
setting the values of vectors of variables. We use[y 7! v] also for arbitrary vari-
able sequences, where instance variables are untouched.j. [y7! v] is de ned
by [H7!+], wheret is the sequence of the local variables iy and v, the cor-
responding value sequence. Similarly, for instance states . [¥7! ¥] is de ned
by st [X7! %] wherex is the sequence of the instance variables i and v the
corresponding value sequence. The semantics of :y¥ 7! ¥] is analogous. Finally
for global states, [ 7! ;. ]equals excepton ;note thatincase =2 Val( ),
the operation extends the set of existing objects by , which has its instance

state initialized to ;. .

2.3.2 Operational semantics  The operational semantics ofJavayr is given
inductively by the rules of Tables 4 and 5 as transitions betveen global con-
gurations. Before having a closer look at the semantical rdes for the transi-
tion relation ! , let us start by de ning the starting point of a program. The
initial con guration Hlo; oi of a program satisesdom( o) = f g, o ) =
st [this7! 1, and To = f(; "% bodyyn.c)d, Where ¢ is the main class, and
2 Val®.
We call a con guration hT; i of a programreachablei there exists a com-

putation hTp; oi! hT; i such that hTp; oi is the initial con guration of the
program and ! the re exive transitive closure of ! . A local con guration
(;; stm) 2 T is enabledin hT; i, if the statement stm can be executed at the

current point, i.e., if there is a computation step HT; i!'h T% 9 executingstm
in the local state and object

Assignments to instance or local variables update the cormponding state
component, i.e., either the instance state or the local sta¢ (cf. rules AsSist
and Assqc ). Object creation by u ;= new as shown in ruleNew creates a new
object of type c with a fresh identity stored in the local variable u, and initializes
its instance variables. Invoking a method extends the call bain by a new local
con guration (cf. rule Call ). We have a similar rule not shown in the table for
the invocation of methods without return value. After initi alizing the local state
and passing the parameters, the thread begins to execute theaethod body. The
condition sync(c;m) ! : owns(T; ) expresses that a synchronized method of
an object can be invoked by a thread only if no other threads htds its lock, i.e.,
if the lock is free or if the executing thread already owns it.

Threads being blocked or waiting at an object, though, tempaarily relinquish
the lock. Formally, the wait set wait(T; ) of an object is given as the set of
all stacks in T with a top element of the form (; ; 7?signal stm). Analogously,
we need the setnoti ed (T; ) of threads that have been noti ed and trying to
get hold of the lock again: It is given as the set of all stacksri T with a top
element of the form (; ; returngetock )-

Thus a thread owns the lock of an object, if it currently execites some syn-
chronized methods of that object, but not its wait-method. Formally, the pred-
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icate owns(; ) is true i there exists a ( ; ; stm) 2 with stm synchronized
and 2 wait(f g; )[ notied (f g; ). The de nition is used analogously for
sets of threads. An invariant of the semantics is that at mostone thread can
own the lock of an object at a time, i.e., for all reachablehT; i, forall and ©
inTand 2 Val( ), owns(; )andowns( % )imply = ©

When returning from a method call (cf. rule Return ), the callee evaluates its
return expression and passes it to the caller which subsequ#y updates its local
state. The method body terminates its execution and the calér can continue.

We elide the rules for the remaining sequential constructs | sequential com-
position, conditional statement, and iteration| as they ar e standard.

—— ASSinst
hT [f (;;x =e;stm)g; i'h TI[f (;; stm)g; [:x 7![e]E( )i Ji

ASS|oc
hT [f (;;u =ejstm)g; ith TI[f (; [u7el" ' Iistm)g; i

2 Val °nval () et = S rhis 71 ] O= [ 7 4]

inst

New
hT [f (;;u =new';stm)g; ith TIL[f (; [u7 Istm)g; °i

m 2 f start; run; wait; notify ; notifyAll g modif m(u)f body g2 Meth

=leolc! ' 2 vale() 0= meu7ifel. 71 sync(c;m)!: owns(T; ) call
al
hT [f (;;u = em(e)stm)g; i'th TILf (;; receiveu;stm) (; O;body)g; i
.0
= [Urel 7 [eret]E( ) ]
Return
hT [f (:; receiveurr;stm) (; Oreturnee)g; i'h T [f (; %stm)g; i

Table 4. Operational semantics (1)

The remaining rules of Table 5 handleJavayr 's methods for thread manip-
ulation. The invocation of a start-method brings a new thread into being (cf.
rule Call gart ), thereby initializing the rst activation record of a new s tack.
Only the rst invocation of the start-method has this e ect. This is captured by
the predicate started which holds for a global con guration T and an instance

i there exists a stack ( o; o;Stmp) :::( n; n;Stmy) 2 T such that = .
Further invocations of the start-method are without e ect (cf. rule Call kP )5

start
A thread ends its lifespan by arriving at the end of its earliest local con gura-

5 In Java an exception is thrown if the thread is already started but no t yet terminated.
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tion (cf. rule Return y, ), that is by returning from a run-method.® Note that,
since the initial thread begins its execution in the initial object, according to the
de nition of the started predicate, the start-method of the initial object cannot
be invoked.

The remaining three methods o er typical monitor synchronization mech-
anism at the object boundary, whose calls are described in ta Call nonitor -
In all three cases it is necessary that the caller owns the ldcof the object in
question. If not, the caller will deadlock, as, once devoid bthe lock, the caller
stops and will never obtain it. In contrast, the successful @ll of synchronized
methods as formalized by ruleCall of Table 4 depends contra-positively on the
non-ownership of the lock by the rest of the program, which ofcourse changes if
another thread gives it free again. InJava, invoking a monitor-method without
owning the lock raises an exception, which terminates the diprit thread, but
lets the rest of the program continue. In this sense, our modeis faithful to the
behavior in Java.

A thread can block itself on an object whose lock it owns by invoking the
object's wait-method, thereby relinquishing the lock and placing itselfinto 's
wait set (cf. rule Call monitor ). In our formalization, this is indicated in that
the thread is about to execute the statement Bignalafter successful invocation
of the wait-method. Remember that according to the predicateowns the thread
releases the lock thereby.

After having put itself on ice, the thread awaits noti catio n to be reactivated
by another thread which invokes the notify-method of the object. The noti er
must own the lock of the object in question. The kignalstatement in the above
method thus reactivates a thread waiting for noti cation on the given object
(cf. rule Signal ). It reactivates one of the blocked threads at least insofaras
it is given the chance to re-apply for the lock: According to mle Return i ,
the receiver can continue after noti cation in executing returngetock ONly if the
lock is free. Note that the noti er does not hand over the lock to the one being
noti ed but continues to own it. This behavior is known as signal-and-continue
monitor discipline [9].

If there are no threads waiting on the object, then the kignalof the noti er is
without e ect (rule Signal sp ). The notifyAll-method generalizesotify in that
all waiting threads are noti ed via the ! signalall-broadcast (cf. rule SignalAll ).
The e ect of this statement is given by setting signal(T; ) asf (;; stm)]j

(;; stm)2 Tnwait(T; )_  (;; ?signalstm) 2 wait(T; )g.

2.3.3 Representation of states in PVS Before dealing with veri cation
conditions, let us have a look how objects are represented iPVS. Besides a
theory de ning objects, two additional theories are generded for each class:
One de ning the reference type, and one specifying the stat®f class instances.
In this way, the classes can use each other's type de nition Whout mutual
dependency.

& The worked-o local conguration ( ;; ) is kept in the global con guration to
ensure that the thread of  cannot be started twice.



14 The programming language Javat

=1 e]E( D2 val ¢( ) . started (T [f (;; e:start(); stm)g; )

- Call start
hT [f (;; estart(); stm)g; i'h T[f (i5 stm); (i body e )g; i

init

=[elc" 7 2val () stated (T[f (;; e:start(; stm)g; )

skip
Call gan

hT [f (;; estart(); stm)g; i'h T[f (;; stm)g; i

Return un
hT [f (55 return)g; ith T (5 )g i

m 2 f wait; notify ; notifyAll g
=[elc" 7 2 val () owns( (;; em();stm); )

- Call monitor
hT Lf (;; em(;stm)g; ith TI[f (i receivestm) (; m sbody,c)g; i
owns (T; )
Return  yait
hT [f (;; receivestm) (; %returgeock)g; i'h T [f (;: stm)g; i
Signal
hT [f (;; Isignatstm)g[f © (; © ?signalstm%g; i!
hT [f (;; stm)gf ° (; %sm%g; i
wait (T; )= ;
Signal sip
hT [f (;; Isignalstm)g; i!h T [f (;; stm)g; i
T°= signal (T; )
SignalAll

hT Lf (;; !signaLall;stm)g; i'th TO[f (;; stm)g; i

Table 5. Operational semantics (2)
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Note that we do not de ne states in general, but specify an arlitrary single
state. The type Object (which would in our case be the integers) is not repre-
sented, but the PVS de nition speci es all objects existing in the given state.
The veri cation conditions should be satis ed by all states. Instead of showing
the quanti cation, the PVS implementation assures validity of the conditions
for the given arbitrary state. This simple representation increases the proof au-
tomation.

Example 2. For the class
class ¢ { int x; }

Verger generates the following type de nitions:

Object: THEORY
BEGIN
null: int
Object_type: NONEMPTY_TYPE = {p:PREDI[int] | p(null)}
CONTAINING (LAMBDA (i:int): TRUE)
Object?: Object_type
Object: NONEMPTY_TYPE = (Object?) CONTAINING null
class_name: NONEMPTY_TYPE = {cn:string | cn = "c"}
CONTAINING "c"
class: [Object->class_name]
END Object

c_type: THEORY
BEGIN
IMPORTING Object
c?: [Object->bool] = LAMBDA (i:Object): i=null OR class
(i)="c"

c: NONEMPTY_TYPE = (c?) CONTAINING null

c_nn: TYPE = {i:c | i/=null}
END c_type

c: THEORY
BEGIN
IMPORTING c_type
x : [c_nn -> int] ...
END c

The instance state de nitions are used in global conditionsonly. Local conditions
de ne the instance variables of the given object locally in he theories containing
the veri cation conditions. Also local variables are represented this way.

3 The assertion language

In this section we introduce assertionsto specify properties ofJavayr programs.
The assertion logic consists of docal and a global sublanguage.Local assertions
describe instance local states, and are used to annotate nteds in terms of their
local variables and of the instance variables of the class tavhich they belong.
Global assertions describe the global state, i.e., a whole systenf objects and
their communication structure.
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To be able to argue about communication histories, represerd as lists of
objects, we add the typeObject as the supertype of all classes into the assertion
language. Note that we allow this type solely in the assertio language, but not in
the programming language, thus preserving the assumption fomonomorphism.

After xing the syntax of assertions in the next section, we de ne its seman-
tics and provide basic substitution properties.

3.1 Syntax

In the language of assertions, we introduce a countably in nte set LVar of well-
typed logical variables with typical element z, where we assume that instance
variables, local variables, andthis are not in LVar . Logical variables are used for
quanti cation in both the local and the global language. Besides that, they are
used as free variables to represent local variables in the gibal assertion language:
To express a local property on the global level, each local vable in a given local
assertion will be replaced by a fresh logical variable.

Table 6 de nes the syntax of the assertion language. For reaability, we use
in the theoretical part 8z: pand 9z: p for quanti cation; the Verger tool supports
guanti cation in jml syntax: (nforall tz; pi; p2) expresses that all valuesz of
type t with the property p; satisfy p,, where (nexists t z; p;; p2) expresses that
there is a valuez of type t with the property p;, which satis es p,.

Local expressions exp2 LExp are expressions of the programming language
possibly containing logical variables. The setsLExpﬁn;c, LExp', and LEXPm:c
are de ned as for program expressions. In abuse of notationwe usee, €°:::
not only for program expressions of Table 1, but also for typcal elements of lo-
cal expressionsLocal assertions ass 2 LAss, with typical elements p;p®q;:::,
are standard logical formulas over boolean local expresgig; local assertions in
method m of classc form the set LAssn.c . We allow three forms of quanti cation
over the logical variables: Unrestricted quanti cation 9z: p is solely allowed for
integer and boolean domains, i.e.z is required to be of type Int, Bool, or com-
pound types built from them. For reference typesc, this form of quanti cation is
not allowed, as for those types the existence of a value dynaically depends on
the global state, something one cannot speak about on the local level,ranore
formally: Disallowing unrestricted quanti cation for obj ect types ensures that
the value of a local assertion indeed only depends on the vadis of the instance
and local variables, but not on the global state. Neverthelss, one can assert
the existence of objects on the local level satisfying a pradate, provided one is
explicit about the set of objects to range over. Thus, the retricted quanti ca-
tions 9z 2 e: por 9z v e: p assert the existence of an element, respectively, the
existence of a subsequence of a given sequermgdor which a property p holds.

Global expressions exp2 GEXxp, with typical elements E; EC:::, are con-
structed from logical variables, null, operator expressions, and quali ed refer-
encesE:x to instance variablesx of objects E. We write GExp' for the set of
global expressions of typet. Global assertions asg 2 GAss, with typical ele-
ments P; Q:::, are logical formulas over boolean global expressions. Uké the
local language, the meaning of the global one is de ned in theontext of a global
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state. Thus unrestricted quanti cation is allowed for all t ypes and is interpreted
to range over the set ofexisting values, i.e., the set of valuesval,,, ( ) in a
global con guration hT; i.

exp == zjxjujthisjnulljf(exp;:::;exp) e2 LExp local expressions
ass = exp j: ass jass " ass

j 9z:ass j9z2 exp:ass j9zv exp: ass p2 LAss local assertions
expy = zj nullj f(expy;:::;expy) j expy:x E 2 GExp global expressions
assy = exp, j: assy j assy ® ass j 9z: asg P 2 GAss global assertions

Table 6. Syntax of assertions

3.2 Semantics

Next, we de ne the interpretation of the assertion language The semantics is
fairly standard, except that we have to cater for dynamic object creation when
interpreting quanti cation.

Logical variables are interpreted relative to a logical envonment ! 2 | a
partial function of type Lvar * Val,, , assigning values to logical variables.
We denote by ! [27! v] the logical environment that assigns the valuesv to
the variables 2, and agrees with! on all other variables. Similarly to local and
instance state updates, the occurrence of instance variabk inz is without e ect.
For a logical environment! and a global state we say that! refers only to
values existing in , if ! (z) 2 Val,, () for all z 2 dom(!). This property
matches with the de nition of quanti cation which ranges on ly over existing
values andnull, and with the fact that in reachable con gurations local var iables
may refer only to existing values or to null.

The semantic function [.], of type ( inst oc) ! (LExp [ LAss *
Val ) evaluates local expressions and assertions in the contexif a logical
environment ! and an instance local state (;,y ; ) (cf. Table 7). The evalua-
tion function is de ned for expressions and assertions thatcontain only variables
from dom(! ) [ dom( ;. ) [ dom( ). The instance local state provides the con-
text for giving meaning to programming language expressios as de ned by the
semantic function [_]g; the logical environment evaluates logical variables. An
unrestricted quanti cation 9z: pwith z 2 LVar ! is evaluated to true in the logical
environment! and instance local state ( ;. ; ) if and only if there exists a value
v 2 Val' such that p holds in the logical environment! [z 7! v] and instance local
state ( ., ; ), Where for the type t of z only Int, Bool, or compund types built
from them are allowed. The evaluation of a restricted quantication 9z 2 e: p
with z 2 LVart and e 2 LExp"!! is de ned analogously, where the existence of
an element in the sequence is required. An assertiodz v e: pwith z 2 LVar stt
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and e 2 LExp"s!! states the existence of a subsequence effor which p holds. In

the following we also write!; . : FL p for |[p]|E ntt = true. By L p, we
express that!; ;. ; FL p holds for arbitrary logical environments, instance
states, and local states.

2 ™= = (@
DA™ = e (%)
O N )
[this], ™ = inst (this)
[nulll; ™' = null
[f(ew;::: ;en)]t st + = f(|[e1]lt st ;|[en]|E inst * )
@l ™ =tue) i ([ pl ™ = false)
@pr” py ™' =tue) i ([l ™' = true and [pe]] ™' = true)
(oz: pll ™’ =true) i ([ pl."" """ ™’ = true for somev 2 Val)
([9z2e: pl; ™' =true) i ([ z2e~pl """ ' =true for somev 2 Val )
([9zve:pl; ™' =tue) i ([ zver pl ™" i =true for somev 2 Val )

Table 7. Local evaluation

Since global assertions do not contain local variables and non-quali edref-
erences to instance variables, the global assertional semtécs does not refer to
instance local states but to global states. The semantic funtion [_]; of type
( ) * (GExp[ GAss * Val,, ), shown in Table 8, gives meaning to
global expressions and assertions in the context of a globatate and a logical
environment ! . To be well-de ned, ! is required to refer only to values existing
in , and the expression respectively assertion may only contaifree variables
from the domain of ! or . Logical variables, null, and operator expressions are
evaluated analogously to local assertions. The value of a gbal expressionE:x
is given by the value of the instance variablex of the object referred to by the
expressionE. The evaluation of an expressionE:x is de ned only if E refers
to an object existing in . Note that when E and E° refer to the same object,
that is, E and E° are aliases then E:x and E%x denote the same variable. The
semantics of negation and conjunction is standard. A quantication 9z: P with
z 2 LVar ! evaluates to true in the context of ! and if and only if P evaluates
to true in the context of ! [z7! v] and , for some valuev 2 Val!,, ( ). Note
that quanti cation over objects ranges over the set of existing objects andnull,
only.

For a global state and a logical environment! referring only to values
existing in  we write |; g P whenP is true in the context of ! and . We
write ¢ P if P holds for arbitrary global states and logical environments!
referring only to values existing in
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[2l; = '@
[rullle = nul

[f(EsiiiBa)le = f([Eule 5:iiiIEale )
[Exle = (Ek )

([: PI& =true) i ([ Pl = false)
([P~ P2l = true) (I Pil¢ = true and [Pzl = true)
([9z: P1. =true) i ([ P1"""" = true for somev 2 Val, ( )

Table 8. Global evaluation

3.3 Substitution operations

The veri cation conditions de ned in the next section invol ve three substitution
operations: the local, the global, and the lifting substitution. The local substi-
tution will be used to express the e ect of assignments in loal assertions. The
global substitution is used similarly for global assertiors. The lifting substitution,
nally, allows to express local assertions in the global laguage.

The local substitution p[e=¥ is the standard capture-avoiding substitution,
replacing in the local assertionp all occurrences of the given distinct variablesy
by the local expressionse We apply the substitution also to local expressions.
The following lemma expresses the standard property of the laove substitution,
relating it to state-update. The relation between substitution and update for-
mulated in the lemma asserts thatp[e=¥] is the weakest preconditionof p wrt.
to the assignmenty := €. As for all three substitutions, the lemma is formulated
for assertions, but the same property holds for expressions

Lemma 1 (Local substitution). For arbitrary logical environments ! and
instance local states( ;,i; ; ) we have
I 1 !; ins ; . !; ins ; I -
Loinsts Fople=y 1 5 e y7IE ™ L y7UELC ™ 1L pe

The e ect of assignments to instance variables is expresseash the global level
by the global substitution P [E=z:%], which replaces in the global assertiorP the
instance variablesx of the object referred to by z by the global expressionsE. To
accommodate properly for the e ect of assignments, thoughwe must not only
syntactically replace the occurrencesz:x; of the instance variables, but also all
their aliases E%x;, when z and the result of the substitution applied to E° refer
to the same object. As the aliasing condition cannot be chead syntactically,
we de ne the main case of the substitution by a conditional expression [8]:

(E%x))[E=z:¥ = (if EYE=z:¥ = z then E; else(EYE=z:x):x; ):

The substitution is extended to global assertions homomorpically. We will also
use the substitution P[E=z:¥] for arbitrary variable sequencesy possibly con-
taining logical variables, whose semantics is de ned by thesimultaneous substi-
tutions [Ex=z:¥ and [E,=t], where x and d are the sequences of the instance
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and local variables ofy, and Ex and E,, the corresponding subsequences &; if
only logical variables are substituted, we simply write P[E=4]. That the substi-
tution accurately catches the semantical update, and thus epresents the weakest
precondition relation, is expressed by the following lemma

Lemma 2 (Global substitution). For arbitrary global states and logical
environments ! referring only to values existing in we have

. EcP[E=z:¥] i 1% O=gP;

where! °= 1 [y7![E]¢ Jand °= [[z)§ y7'[ELS ]

To express a local propertyp in the global assertion language, we de ne
the substitution p[z=this] by simultaneously replacing in p all occurrences of
the self-referencethis by the logical variable z, which is assumed not to occur
in p. For notational convenience we view the local variables oagring in the
global assertionp[z=this] as logical variables. Formally, these local variables are
replaced by fresh logical variables. We writeP (z) for p[z=this], and similarly
for expressions. The substitution replaces all occurrenceof the self-reference
this by z, and transforms all occurrences of instance variablex into quali ed
referencesz:x. For unrestricted quanti cations ( 9z% p)[z=this] the substitution
applies to the assertionp. Local restricted quanti cations are transformed into
global unrestricted ones where the relation® and v are expressed at the global
level as operators. The main cases of the substitution are deed as follows:

this[z=this] = z
x[z=this] = z:x
u[z=this] = u

(92% p)[z=this] = 9z% p[z=this]
(92°2 e: p)[z=this] = 9z% (z°2 e[z=this] ~ p[z=this])
(92°v e: p)[z=this] = 9z% (z°v e[z=this] " p[z=this]) ;

wherez 6 z%in the cases for existential quanti cation.

This substitution will be used to combine properties of instance local states
on the global level. The substitution [z=this] preserves the meaning of local as-
sertions, provided the meaning ofthis and the local variables t is matchingly
represented by! :

Lemma 3 (Lifting substitution). Let be a global state] and a logical
environment and local state, both referring only to values x@sting in . Let fur-
thermore p be a local assertion containing local variables. If (4) = ! (¢1) and

z a fresh logical variable, then

L Feplzzthis] i L (1(2); Fup:

4 The proof system

This section presents the assertional proof system to reasoabout Javayr pro-
grams, formulated in terms of proof outlines [30, 16], i.e., where Hoare-style pre-
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and postconditions [17, 21] are associated with each contrpoint. The proof sys-
tem has to accommodate for dynamic object creation, sharedariable concur-
rency, aliasing, method invocation, synchronization, and especially, the monitor
concept.

The following section de nes how to augment and annotate prgrams to proof
outlines, before Section 4.2 describes the proof method.

4.1 Proof outlines

4.1.1 Augmentation For a complete proof system it is necessary that the
transition semantics of Javayr can be encoded in the assertion language. As the
assertion language reasons about the local and global statewe have to aug-
ment the program with fresh auxiliary variables to represert information about
the control points and stack structures within the local and global states. An
augmentation extends a program by atomically executed muliple assignments
¥ := € to auxiliary variables, which we call observations Furthermore, the ob-
servations have, in general, to be \attached" to statementsthey observe in a
non-interleavable manner. This is syntactically represeted using the special
comment = 1ny := @ = which attaches the observation to the preceding state-
ment. As method callsu := ey:m(e) conceptually consist of two steps |handing
over the parameters and reception of the result being storednh u| we need an
additional form to observe atomically the reception of the return value. This
form is represented as- 2ny := & =. A stand-alone observation not attached to
any statement is written as = ny := @ =; it can be inserted at any point in the
program. For readability, in the following we use the shortauts nstmi , hstmit,
and nstmi? for = hstmi =, = 1hStmi =, and = 2nstmi =.

Formally, assignmentsy := e of the program can be extended to multiple
assignmentsy = e;mwy° := €%! by inserting additional assignments to distinct
auxiliary variables %°, which are executed simultaneously with the program state-
ment. Besides the above extension of already occurring aggiments, additional
multiple assignments hy® := €% to auxiliary variables can be inserted at any
point in the program. Object creation can be observed by

u:= new; ny:= €;i':

Object creation and its observation are executed atomicall in one computation
step and in this order; the execution is not simultaneous, inorder to allow to
observe the identity of the new object.

An observation ¥, := €; of a callu := ey:m(e) and the observation ¥, := €,
of the reception of a return value are indicated by

U:= ep:m(e); hyp = €1;il hyy = €4;i2:

Similarly for the callee, the observationy, := &, of the reception of a call invoking
method m and the observationy; := €3 of its return are indicated by extending
the body stm;returnu,; of m to

W2 := €;it stm; returnUrt; hys := €;it:
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The augmentation does not in uence the control ow of the program but enforce
a particular scheduling policy. An assignment statement aml its observation are
executed simultaneously. Object creation and its observdbn are executed in a
single computation step, in this order. For method call, communication, sender,
and receiver observations are executed in a single computan step, in this order.
l.e., they are executed atomically in the sense that they canot be interleaved
by other threads. Points which can be interleaved we call cotrol points. Points
between communication and its observation cannot be intetaved; we call them
auxiliary points.

The proof system de nes conditions which should hold for allsimultaneously
executed assignments. To collect these cases, in the followg we will use multi-
ple assigmentsy := e to denote an assignment statement with its observation,
an unobserved assignment, an alone-standing observatiomy an observation of
communication or object creation.

In [4] we allowed that in a self-communication both the calle and the callee
may change the instance state. This complicated the proof sstem, especially the
interference freedom test. Here we avoid this complicationn that we require that
the observation on the caller side in a self-communication ray not change the
values of instance variables. Formally, each observationfoa method invocation
statement eg:m(€) assigning a new value to an instance variable must have the
form x := if g = thisthenx elsee . Invoking the start-method by a self-call is
speci ¢ in that, when the thread is already started, the caller is the only active
entity (cf. rule Call zi‘;‘,’t . In this case, it has to be the caller that updates
the instance state; the corresponding observation has theofm x := if ey =
this”: startedthenx elsee .

Example 3. Extending an assignmentx := e to x := €nu = X;i! stores the
value of x prior to the execution of x := e in the auxiliary variable u.

Extending the assignmentx := eto x := e;hu := X;i stores the value ofx in
u after the execution ofx := e.

Example 4. We can store the number objects created by an instance in an adl-
iary instance variable n of type Int by extending each object creation statement
u := new in the given class tou := newnn := n+1;i'.

Example 5. We extend Example 4 by additionally extending each callu :=
e:m(e) with m 6 startin cto u := e:m(e);nm := n;ithm = n m;i2.
Then the value of m after method call, but before return stores the number
of objects created up to the call; after return, it stores the number of objects
created during the method evaluation.

Example 6. Let k of type Int be an auxiliary instance variable of classc. We
can count the number of local con gurations executing in an nstance of ¢
by extending the body stm;returne,; of each method in classc to nk = k +
1;it stm; returnget ;hk = k  1;it
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The above examples show how to count objects, local con guitions in an
object, etc. But those informations are not su cient for a co mplete proof sys-
tem: We have to be able toidentify those entities. In the following we de ne
some speci ¢ auxiliary variables, which we will use to formuate the veri cation
conditions.They are automatically included in all augmentations; the user may
not change their values. The built-in augmentation is not visible to the user,
but the values of the built-in variables may be used in the augnentation and
annotation.

An important point of the proof system is the identi cation o f communicating
objects and threads. Roughly speaking, the local state of th execution of a
method must represent information about the caller object to distinguish self-
calls from others. Additionally, information about its thr ead membership and
an object-unique identi cation is needed, to detect local ®n gurations in caller-
callee relationship and reentrant calls.

We identify a thread by the object in which it has begun its execution, i.e.,
by the self-reference of the deepest local con guration inte thread's stack. This
identi cation is unigue since the start-method of an object can be invoked only
once, i.e., at most one thread can begin its execution in a sgle object. For each
method invocation, the callee thread identity is handed ove in the auxiliary
formal parameter thread of type Object For readability, we use in the following
the type Thread= Object for the domain of thread identities.

A local con guration is identi ed by the object in which it ex ecutes together
with the value of its auxiliary local variable conf storing a unique object-internal
identi er. Its uniqueness is assured by the auxiliary instance variablecounter, in-
cremented for each new local con guration in that object. The callee receives the
\return address" as auxiliary formal parameter callerof type Object Int Thread
storing the identities of the caller object, the calling local con guration, and the
caller thread. Note that the thread identities of caller and callee are the same in
all cases but the invocation of astart-method. The run-method of the initial ob-
ject is executed with the parameters (hread callef) = ( o; (null; 0; null)), where

o is the initial object.

To capture mutual exclusion and the monitor discipline, the instance variable
lock of Type Thread Int stores the identity of the thread who owns the lock,
if any, together with the number of synchronized calls in the call chain. Its
initial value (null;0), for which we also write free, indicates, that the lock is
free. We write threadlock) to refer to the rst component of the lock value, i.e.,
to the thread owning the lock. The instance variableswait and noti ed of Type
list(Thread Int) are the analogues of thewait- and noti ed -sets of the semantics
and store the threads waiting at the monitor, respectively those having been
noti ed. Besides the thread identity, the number of synchronized calls is stored.
In other words, these variables remember the old lock-valug@rior to suspension
which is restored when the thread becomes active again. Thedwlean instance
variable started nally, remembers whether the object's start-method has already
been invoked. All auxiliary variables are initialized as usial.
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In general, the speci c auxiliary variables are needed to mée the global pred-
icates of the semantics expressible in the assertion langge. That the variables
and the predicates match will be shown in Section 5.1 as partfothe soundness.
Note that while object creation statements are observablewe do not introduce
a speci c augmentation as for the communication statements The crucial predi-
cate for object creation, the freshness-proviso, is alregdexpressible in the global
assertion language by existential quanti cation over exiging objects. Therefore
we do not need to prescribe a speci ¢ augmentation.

For the update of lists, which are represented inPVS by nite sequences
finseq[t] of type t, we need the following functions, whose PVS de nition is
automatically generated by Verger: Given a sequencss of type finseq[t] anda
value e of type t, the function index retrieves the index of an occurrence ot in
s, if any, and gives-1 otherwise. The function choose assigns to each non-empty
sequence a non-negative integer smaller then the length ohe sequence; for the
empty sequence its value is1. The expressionremove(s,) givess without
its ith elementif 0 i | sj, and returns s otherwise. The predicatee 2 s is
syntactically represented by includes(s,e) . The function appendappends an
element at the end of a sequence, and nallyo concatenates two sequences. The
above functions are deterministic. The use of the speci c axiliary variables is
illustrated by the following example, where [t 1,:::,t ,:] and (e 1,:::,en?)
de ne product types and tuples, and proj(s,i)  gives thei th tuple element.:

Example 7. For the class

public class Annotation extends Thread{
void m1(){}
synchronized void m2(){}

public void run(){
this.m1();
this.start();

}

Verger generates the following proof outline by extending the clas with the
built-in augmentation:

public class Annotation extends Thread ({
/*< finseq[[:Thread,int:]] wait; >*/
/*< finseq[[:Thread,int:]] notified; >*/
/*< boolean started; >*/
/*< int counter; >*/
/*< [:Thread,int:] lock; >*/

void ml1l(Thread thread, [:Object,int,Thread:] caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1;>*/
return;

}
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synchronized void m2(Thread thread, [:Object,int,Thread
] caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1;
lock = (:thread,proj(lock,2)+1:);>*/

return;
/*1<lock = (:proj(lock,2) == 1 ? null : proj(lock,1),proj(l ock,2)-1:);>
*/
}
public void run(Thread thread, [:Object,int,Thread:]
caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1; started = true;>*/
this.m1(thread, (:this,conf,thread:));
this.start(this, (:this,conf,thread:));
return;
}

}

The class is further extended with the speci cation of the maitor methods:

public void wait(Thread thread, [:Object,int,Thread:]
caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1;
wait = append(wait,lock); lock = (:null,0:);>*/
return;
/*1<lock = notified[get(notified,thread)];
notified = remove(notified,get(notified,thread));>*/
}

public void notify(Thread thread, [:Object,int,Thread:]
caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1;>*/
/*<wait = remove(wait,choose(wait));
notified = append(notified,wait[choose(wait)]);>*/

return;
}
public void notifyAll(Thread thread, [:Object,int,Threa d:]
caller) {
/*< int conf; >*/
/*1<conf = counter; counter = counter+1;>*/
/*<notified = o(notified,wait); wait = empty_seq();>*/
return;
}

The user may additionally augment and annotate the monitor methods using
special comments. Note that the statements of the monitor méods, generated
by Verger, do not use the auxiliary statements kignal !signalall, and ?signalof the
semantics. Instead we implement the wait and notify methodsby means of the
auxiliary instance variables wait and noti ed which represent the corresponding
sets of the semantics. In the augmentedvait-method both the waiting and the
noti ed status of the executing thread are represented by a ggle control point.
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The two statuses can be distinguished by the values of thevait and noti ed
variables.

4.1.2 Annotation  To specify invariant properties of the system, the aug-
mented programs areannotated by attaching local assertions to each control
and auxiliary point. In Verger syntax, assertions are special comments fpg =,
= 1fpg =, etc., as shown in the example below. For readability, we als use the
shortcutsfpg, f pg* , etc. We use the triple notation f pg sStmf g and write pre(stm)
and post(stm) to refer to the pre- and the post-condition of a statement. For
assertions at auxiliary points we use the following notation: The annotation

fPog U= NEWC, fpig* hy = €i' fpag

of an object creation statement speci espg and p, as pre- and postconditions,
where p; at the auxiliary point should hold directly after object cre ation but
before observation. The annotation

fPog U= €:M(€); fpig" hy1 = €' P2y’
fP3g®  hys 1= €4;i% fP4g

assignspp and ps as pre- and postconditions to the method invocation;p; is
assumed to hold directly after method call, but prior to its observation; p, de-
scribes the control point of the caller after method call andbefore return; nally,

ps speci es the state directly after return but before its observation. The anno-
tation of method bodies stm; returne; is as follows:

fPig"  hy2 = €2;i'  fpP2g
stm,; fP3g
returne; fpagt hys = €3;i'  fPsg

The callee postcondition of the method call isp,; the callee pre- and postcon-
ditions of return are ps and ps. The assertionsp;/ ps specify the states of the
callee between method call/return and its observation.

Besides pre- and postconditions, for each clasg the annotation de nes a
local assertionl. called class invariant, which may refer only to the instance
variables ofc, and which expresses invariant properties of instances ohe class’
We require that pre(body,..) = I for all methods. Finally, a global assertion
Gl called the global invariant speci es properties of communication between
objects. As such, it should be invariant under object-intemal computation. For
that reason, we require that for all quali ed referencesE:x in Gl with E of type
¢, all assignments tox in class c occur in the observations of communication
or object creation. Note that the global invariant is not a e cted by the object-
internal monitor signaling mechanism. We require that in the annotation no free
logical variables occur. An augmented and annotated progren is called a proof
outline.

" The notion of class invariant commonly used for sequential object-oriented languages
di ers from our notion: In a sequential setting, it is su cie nt that the class invariant
holds initially and is preserved by whole method calls, but n ot necessarily in between.
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Example 8. The following proof outline annotates the class of Example 1Verger
allows partial annotation: unspeci ed assertions are true by de nition. Note
the way how we de ne the functions owns and free_for and use them in the
assertions. Note furthermore how the wait method is annotaed, expressing that
it is not called, and thus the assertions do not have to be invaiant under its
built-in augmentation.

1 //function definitions

2 /*{ boolean owns(Thread thread, [:Thread,int:] lock) =

3 thread!=null && thread==proj(lock,1) }*/

4 /*{ boolean free_for(Thread thread, [:Thread,int:] lock) =
5 thread!=null && (thread==proj(lock,1) || proj(lock,1)== null) }*/
7 public class Account{

8 private int x;

10 /*{ x>=0 }*/ //class invariant

12 /*[ wait ]*/ /*1{ false }*/ [*{ false }*/

13 [*< return; >*/ [*1{ false }*/ [*[]*/
15 private void change_balance (int i){

16 /*{ i>0 || (x+i>=0 && owns(thread,lock)) }*/
17 X = X+i;

18 /*{ i>0 || owns(thread,lock) }*/

21 public void deposit(int i){

22 /*{i>0}*/

23 change_balance (i);

24 }

26 public synchronized void withdraw(int i){
27 /*1{ free_for(thread,lock) }*/

28 /*{ i>0 && owns(thread,lock) }*/

29 if (x>=i) {

30 /*{ x>=i && i>0 && owns(thread,lock) }*/
31 change_balance (-i);

32 1¥2{ i>0 }*/

33 /*{ owns(thread,lock) }*/

34 }

35 return;

36 /*1{ owns(thread,lock) }*/

37 }

38 }

All veri cation conditions for the above proof outline, as introduced in the
following section, are proven by PVS automatically, using he grind strategy.

4.2 \eri cation conditions

The proof system formalizes a number ofveri cation conditions which induc-
tively ensure that for each reachablecon guration hT; i and for each local con-
guration ( ; ; stm) in T, the precondition of the statement stm is satis ed
and the class invariants and the global invariant hold. To cover concurrency
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and communication, the veri cation conditions are grouped, as usual, into ini-
tial conditions, local correctness conditions, an interfeence freedom test, and a
cooperation test.

A proof outline is initially correct , if the precondition of the main statement,
the class invariant of the initial object, and the global invariant are satis ed
in the initial con guration. Local correctness ensures that local properties of a
thread are invariant under its own execution. This invariance can be guaran-
teed by local correctness conditions only if no communicatin or object creation
takes place, since their e ect depends on the communicatedalues and cannot
be determined locally. They will be analyzed in thecooperation test whose con-
ditions are formalized in the global language. The invariarte of local properties
of a thread can also be in uenced by other threads executingri the same object
since they are sharing the same instance state. The correspding veri cation
conditions are formalized in the interference freedom test

We de ne cooperations tests for communication and object ceation, but
we have no cooperation test for noti cation. As mentioned ealier, noti cation
takes place within a single object, and thus its e ect can be aptured by a single
assignment to the auxiliary variables wait and noti ed executed by the noti er.
Invariance for the notifying thread is covered by the local ®rrectness conditions,
whereas preservation of the assertions for the noti ed parhers is assured by the
interference freedom test.

Our proof method is modular in the sense that it allows for separate interfer-
ence freedom and cooperation tests. This modularity, whichn practice simpli es
correctness proofs considerably, is obtained by disallowg the assignment of the
result of communication and object creation to instance varables. Clearly, such
assignments can be avoided by additional assignments to fsh local variables
and thus at the expense of new interleaving points.

Before specifying the veri cation conditions for a proof outline, we rst list
some notation. Let Init be a syntactical operator with interpretation Init (cf.
page 8). Given IVar . as the set of instance variables of class without the
self-refereqge, andz 2 LVar ¢, then InitState(z) denotes the global assertion
z6 null™ 5.  Z:X = Init(x), expressing that the object denoted byz is in
its initial instance State.

For readability, in the following de nitions we will use the notation p f
with f = [e=y] for the substitution p[e=%]; we use a similar notation for global
assertions. Note that the substitution binds stronger than the logical operators.

Finally, arguing about two di erent local con gurations ma kes it necessary to
distinguish between their local variables, since they may hve the same names;
in such cases we will rename the local variables in one of thedal states. We use
primed assertionsp® to denote the given assertionp with every local variable u
replaced by a fresh oneu®, and correspondingly for expressions.

4.2.1 Initial correctness A proof outline is initially correct , if the precon-
dition of the main statement, the class invariant of the initial object, and the
global invariant are satis ed initially, i.e., in the initi al global con guration after
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the execution of the callee observation at the beginning oflte main statement.
Furthermore, the precondition of the observation should besatis ed prior to its
execution®

De nition 1 (Initial correctness). A proof outline is initially correct, if
Fc 8z: InitState(z) » (82% z°= null_z= 29! (1)
P2(z) fine » (Gl * P3(2) " 1(2)) fobs fint 3

where t p2g* by, = €ilfpsgstm is the body andv the local variables of therun-
method of the main class,| is the class invariant of the main class,z is of the
type of the main class, andz®2 LVar ¢, Furthermore,

finit = [z; (null; 0; null)=thread callef[Init(¥)=% ; and
fobs = [E2(2)=z:3]:

Example 9. For the proof outline

/lglobal invariant
/*{(\exists Initial z1; zl!=null; (\forall Initial z2; z2! =null; z1==2z2))}*/

public class Initial extends Thread{
int x;

/lclass invariant
/*{ started }*/

public static void main(String[] args){
Initial obj;
obj = new Initial();
obj.start();

public void run(){
int v;
/*< int u; >*/
/*1{ u==0 && v==0 && x==0 }*/ /Iprecondition of observation
/[*1< u = 1; >*/ /lobservation of call
/*{ u==1 && v==0 && x==0 }*/ //postcondition of observation

}

the following initial condition is generated:

FORALL (z:Initial)

(Initial.init(z) AND

(FORALL (obj:Object) : (obj=null OR z=o0bj))) IMPLIES
%precondition of observation:

((0=0 AND 0=0 AND Initial.x(z)=0) AND

%global invariant:

(EXISTS (z1:Initial) : zl/=null AND

FORALL (z2:Initial) : (z2/=null IMPLIES z1=z2)) AND

8 We need this condition in the interference freedom test to show invariance of asser-
tions under the execution of the observation.
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%postcondition of observation:

(1=1 AND 0=0 AND Initial.x(z)=0) AND
%class invariant:

true)

where theinit function in theory Initial is de ned by

init(o:Initial): bool = (o/=null AND Initial.x(0)=0 AND
Initial.started(o)=false AND ...

4.2.2 Local correctness A proof outline is locally correct, if the usual ver-
i cation conditions [10] for standard sequential constructs hold. Especially, the
precondition of an ordinary assignment, as given in the proboutline, must im-
ply its postcondition after the execution of the assignment(cf. Equation (3)).
We can additionally use validity of the class invariant, whose invariance is as-
sured by the interference freedom test. Note that using the kass invariant as an
antecedent would not be necessary for a minimal proof systepsince the class
invariant itself can be stated in the local assertions, alsoHowever, it allow less
annotation. In case of noti cation, local correctness coves also invariance for
the notifying thread, as the e ect of noti cation is capture d by an auxiliary
assignment.

De nition 2 (Local correctness: Assignment). A proof outline is locally
correct, if for all multiple assignments fpig ¥ := € fp2g in class ¢, which is not
the observation of communication or object creation,

FL p1A|c! P2 fass; (3)

with fass = [€=¥.

The conditions for loops and conditional statements are sirtar. Note that we
have no local veri cation conditions for observations of canmunication and ob-
ject creation. The postconditions of such statements expresassumptionsabout
the communicated values. These assumptions will be veri edn the cooperation
test.

Example 10. For the proof outline of Example 9 no local conditions are geer-
ated, since the only assignment observes communication.

Example 11. The proof outline

class Local{
public void m(){

int y;

y = 0;

/*{ y<=10 }*/

while (y<10) {
1*{ y<10 }*/
y = y+l;
/*{ y<=10 }*/

*{ y==10 }*/
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speci es, that after the while-loop, the variable y has the value 10. The following
local conditions are generated:

%local condition for the assignment y:=0

m_0 : LEMMA (0<=10)

% local condition for entering the loop

m_1 : LEMMA (y<=10 AND y<10) IMPLIES (y<10)

% local condition for exiting the loop

m_2 : LEMMA (y<=10 AND (NOT (y<10))) IMPLIES (y=10)
% local condition for jumping back

m_3 : LEMMA y<=10 IMPLIES y<=10

% local condition for the assignment y:=y+1

m_4 : LEMMA y<10 IMPLIES y+1<=10

Example 12. The following proof outline is a producer-consumer exampleln-
stances of the WaitSynch class have a memorpbj storing a single value. A
boolean variablewritten , having the initial value false, remembers, if the mem-
ory is written but not yet read. If the memory is written but no t yet read, pro-
ducer threads, executing the synchronizecput method, suspend themselfs and
give the lock free by invoking the object's wait-method. If a consumer thread,
executing the get-method, reads the memory, it noti es a waiting thread, and
returns. Now a producer thread can have access to write the mmory. After writ-
ing, it noti es a thread, and returns. However, it can happen, that a producer
noti es a producer, in which case the noti ed thread should not have write ac-
cess. In this case the noti ed thread noti es again and suspad itself, until the
memory got read. Theget method executed by consumer threads work similarly.

We show a very simple annotation satisfying the veri cation conditions,
which already shows correctness of the requirement, that pyducers write only
if the memory is not yet written at all or already read, and consumers read only
if the memory contains a new, not yet read value?

public class WaitSynch extends Thread{

DT obj;
boolean written;

public synchronized DT get(){
DT result;
while ('written){
try { this.wait(); }catch (InterruptedException
e){}
if ('written){ this.notify(); }
}
/*{ written }*/
result = obj;
written = false;
this.notify();
return result;

}

® We don't handle exceptions in Javayr . However, in order to call the wait-method,
we must syntactically catch InterruptedExceptions. But, s ince we don't support the
interrupt method, it cannot be thrown.
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public synchronized void put(DT value){
while (written) {
try { this.wait(); }catch (InterruptedException

e
if (written){ this.notify(); }
}
/*{ 'written }*/
obj = value;
written = true;
this.notify();
return;

}
class DT{}

For the above example the following local conditions are gegrated, expressing
that after the while-loop, its condition is false:

%local condition for exiting the loop in get
get_ 0 : LEMMA (NOT (NOT written)) IMPLIES written
%local condition for exiting the loop in put

put_0 : LEMMA (NOT written) IMPLIES (NOT written)

Other threads concurrently executing in the same object mayin uence or
interfere with the invariance of the local assertions. This is covered by th inter-
ference freedom test.

4.2.3 The interference freedom test Besides invariance of the class invari-
ants, the interference freedom test shows that local assedns at control points
are invariant under computation steps in which they are not involved.

Note that assertions at auxiliary points do not have to be invariant, since
these points are not interleavable. Furthermore, the inteference freedom test
does not treat the global invariant: Inductivity for the glo bal invariant is covered
by the cooperation test.

Since we disallow quali ed references to instance variabkin Javayr , we only
have to deal with the invariance under execution within the same object. A ect-
ing only local variables, communication and object creatimm do not change the
instance states of the executing objects. Thus we only havecttake assignments
into account. In the following, let p be an assertion at a control point, andy := €
a multiple assignment occurring in the same class, which cabe an assignment
statement with its observation, an unobserved assignmentan alone-standing
observation, or the observation of communication or objectcreation.

Synchronized methods of a single object can be executed carrcently only
if one of the corresponding local con gurations is waiting br return: If the exe-
cuting threads are di erent, then one of the threads is in the wait or noti ed set
of the object; otherwise, both executing local con gurations are in the same call
chain. Thus we assume that either not both the assignment andhe assertion



The proof system 33

occur in a synchronized method, or the assertion is at a contl point waiting
for return. 10

To avoid name clashes, we replace the local variables in p by fresh ones
u® resulting in p% Using the speci ¢ auxiliary variables, we next formalize the
conditions when p has to be invariant under the assignment, namely ify := € is
executed independently ofp.

If pand y := e belong to the samethread, expressed bythread= thread’, the
only assertions endangered are those at control points waitg for a return value
earlier in the current execution stack. For example, for thesituation in Figure 2,
the assertionp? is at a control point waiting for return, and it has to be inva riant
under the execution of the assignment. In other words, an asgnment belonging
to a reentrant code segment can a ect properties of a local con guration, wose
execution is suspended earlier in the same call chain. Invance of a local con-

Method ™ .
executi on-

.

Fig. 2. Interference between threads

guration under its own execution, however, need not be conglered, expressed
by requiring conf& conf’. Referring again to the above constallation,p8 do not

have to be invariant under the assignment. Neither can the asertion interfere

with the observation of the matching return statement, because communicating
partners execute simultaneously. Applied to the above examle, if the assign-
ment oberves return, thenp?7 do not have to be invariant under the assignment.
This requirement can be expressed by using the auxiliary vdable caller, whose
value identi es the caller local con guration, and by requiring that this identity

10 This restriction is not necessary for a minimal proof system , but reduces the number
of veri cation conditions.
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is not identical to that of p, i.e., that this 6 proj(caller, 1) _conf’6 proj(caller, 2).
Collecting the above observations, we de newaits for_ret(p;y := €) by

{ conf’6 conf, if p is at a control point waiting for return and ¥ := € is not
the observation of a return statement;

{ conf’& conf~ (this & proj(caller, 1) _conf’6 proj(caller; 2)) if pis at a control
point waiting for return and ¥ := e is the observation of a return statement;

{ false otherwise.

If the assertion and the assignment belong todi erent threads, interference
freedom must be shown in any case except for the self-invodan of the start-
method: The precondition of such a method invocation cannotinterfere with the
corresponding observation of the callee. For the above exapte it means, that
both p2 and p4 have to be shown invariant. To describe this setting, we dene
self start(p; y := €) by caller= (: this;conf®thread’:) i p is the precondition of
a method invocation ey:start(e) and the assignment is the callee observation at
the beginning of the run-method, and by falseotherwise.

Using the above assertions, we de ne for assertionp at control points and
assignmentsy := € in the same class:

interleavablé¢p; y := €) := thread= thread’! waitsfor_ret(p;y:= €) »
thread6& thread’!: selfstart(p;y:= €):

The interference freedom test can now be formulated as folles.

De nition 3 (Interference freedom). A proof outline is interference free,if
for all classesc with class invariant |, and for all multiple assignmentsy = €
with precondition p in c,

j:|_ pAI ' I fass; (4)

with f s = [€=%]. Furthermore, for all assertions g at control points in ¢, such
that either not both p and g occur in a synchronized method, orq is at a control
point waiting for return,

EL p” 2 | Minterleavablég; y:= €) ! o fass: )

Note that including the class invariant as an antecedent in the second part
of the de nition is not necessary for a minimal proof system.However, it allows
simpler annotations: Invariant instance properties can beexpressed in the class
invariant, and do not have to be included in the de nition of | ocal properties of
threads.

Especially for noti cation, we require also invariance of the assertions for the
noti ed thread. We do so, as noti cation is described by an auxiliary assignment
executed by the noti er. That means, both the waiting and the noti ed status of
the executing thread are represented by a single control pat in the wait-method.
The two statuses can be distinguished by the values of thevait and noti ed
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variables. The invariance of the precondition of the returnstatement in the wait-

method under the assignment in thenotify-method represents the noti cation

process, whereas invariance of that assertion over assigmmts changing the lock
represents the synchronization mechanism. Information abut the lock variable

will be imported from the cooperation test as this information depends on the
global behavior.

In the following we apply the interference freedom test to a éw examples
using Verger. Renaming is implemented by extending the name of each local
variable of the local con guration executing the assignmen with _1, where the
names of local variables in the assertion get extended with2; the names of
instance variables get the extensioninst .

Verger does not generate conditions for trivial cases, for exampl# the as-
sertion is true by de nition, or if the substitution does not change the assertion.

Example 13. For the proof outline of Example 11 no interference freedom an-
ditions are generated. Though the method can be executed cenrrently, the
assertions refer to local variables only. Due to the renamig mechanism, assign-
ing a new value to the local variabley of a thread does not a ect the assertions
describing the local variabley of another thread, executing the same method.

Example 14. For the proof outline of Example 12 no interference freedom an-
ditions are generated, since both methods are synchronizedand none of the
assertions are at a control point waiting for a return value.

Example 15. Invariance of the class invariant of the proof outline of Example 8
is assured by the condition

%precondition assignment

((i_1>0 OR (x_inst+i_1>=0 AND owns(thread_1,lock_inst)) )
AND

%class invariant

X_inst>=0)

%class invariant after execution

IMPLIES (x_inst+i_1>=0)

generated for the only assignment (17), which changes the t@nce x. That (30)
is invariant under the same assignment, is assured by the catition

%preconditions assignment

((i_1>0 OR (x_inst+i_1>=0 AND owns(thread_1,lock_inst)) )
AND

Y%assertion

x_inst>=i_2 AND i_2>0 AND owns(thread_2,6lock_inst) AND

%class invariant

x_inst >= 0 AND

%interleavable

(thread_1=thread_2 IMPLIES false) AND

(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution

(x_inst+i_1>=i_2 AND i_2>0 AND owns(thread_2,lock_inst) )
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If i .1>0, then x_inst>=i _2 implies x_inst+i _1>=i_2, and the condition is satis-
ed. This case corresponds to the concurrent execution of tk methodswithdraw
and deposit . Otherwise,owns(thread _1,lock _inst) , owns(thread 2,lock _inst) ,
and thread _1/=thread _2 lead to a contradiction. This case corresponds to the
concurrent execution of withdraw , which is not possible. The case that two
threads are concurrently executing thechange balance method, is covered by
the following condition, showing that (16) is invariant und er (17):

Y%precondition assignment

((i_1>0 OR (x_inst+i_1>=0 AND owns(thread_1,lock_inst)) )

AND

Y%assertion

(i_2>0 OR (x_inst+i_2>=0 AND owns(thread_2,lock_inst))) AND

%class invariant

x_inst>=0 AND

%interleavable

(thread_1=thread_2 IMPLIES false) AND

(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution
(i_2>0 OR (x_inst+i_1+i_2>=0 AND owns(thread_2,lock_ins t)))

The remaining conditions are all generated for invariance ader changing
the lock value. We have 5 assertions at control points, whichmust be invariant
under entering and exiting the wait method. However, since ve've expressed by
the annotation of the wait-method, that it is not invoked, th e left-hand-side of
the generated conditions is false.

The only remaining assignments changing the lock value arehe observations
at the beginning and at the end of the synchronizedwithdraw method, which
do not have to be invariant under its own execution. Thus only the assertions
(16) and (18) in change_ balance have to be shown invariant (4 conditions). For
invariance of (16) under entering thewithdraw method we get the condition

%precondition assignment
(free_for(thread_1,lock_inst) AND
%assertion
(i_2>0 OR (x_inst+i_2>=0 AND owns(thread_2,lock_inst))) AND
%class invariant
x_inst>=0 AND
%interleavable
(thread_1=thread_2 IMPLIES false) AND
(thread_1/=thread_2 IMPLIES true)) IMPLIES
%assertion after execution
(i_2>0 OR (x_inst+i_2>=0 AND owns(thread_2 ,(thread_1 ,(
PROJ_2(lock_inst)+1)))))
Similarly for (18):
Y%precondition assignment
(free_for(thread_1,lock_inst) AND
%assertion
(i_2>0 OR owns(thread_2,lock_inst)) AND
%class invariant
Xx_inst>=0 AND
%interleavable
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(thread_1=thread_2 IMPLIES false) AND
(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution

(i_2>0 OR owns(thread_2 ,(thread_1,(PROJ_2(lock_inst)+ 1))))

Note that the predicatesfree _for(thread _1,lock _inst) , owns(thread 2,lock _inst) ,

and thread _1/=thread 2 together lead to a contradiction. This corresponds to
the fact, that if the change balance -method was called from the withdraw -
method, then no threads can enter the synchronizedvithdraw -method, since the

rst thread owns the lock. Finally, invariance of (16) under exiting withdraw is

assured by

~NOoO U WNE

Y%precondition assignment

(owns(thread_1,lock_inst) AND

Y%assertion

(i_2>0 OR (x_inst+i_2>= 0 AND owns(thread_2,lock_inst)))
AND

%class invariant

Xx_inst>=0 AND

%interleavable

(thread_1=thread_2 IMPLIES false) AND

(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution

(i_2>0 OR (x_inst+i_2>=0 AND owns(thread_2,(IF (PROJ_2(
lock_inst)=1) THEN null ELSE PROJ_1(lock_inst) ENDIF,(
PROJ_2(lock_inst)-1)))))

and for (18) we have

%precondition assignment

(owns(thread_1,lock_inst) AND

%assertion

(i_2>0 OR owns(thread_2,lock_inst)) AND

%class invariant

Xx_inst>=0 AND

%interleavable

(thread_1=thread_2 IMPLIES false) AND

(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution

(i_2>0 OR owns(thread_2,(IF (PROJ_2(lock_inst)=1) THEN n ull
ELSE PROJ_1(lock_inst) ENDIF,(PROJ_2(lock_inst)-1))))

In these cases, similarly to invariance under entering thewithdraw method,
the predicates owns(thread 1,lock _inst) , owns(thread 2,lock _inst) , and
thread _1/=thread _2 together lead to a contradiction.

Example 16. The following example illustrates properties of the wait-method.
All conditions generated for the proof outline are proven inPVS.

/*{ boolean owns(Thread thread, [:Thread,int:] lock) =
thread!=null && proj(lock,1)==thread }*/

/*{ boolean not_owns(Thread thread, [:Thread,int:] lock)
thread!=null && proj(lock,1)!=thread }*/

/*{ boolean free_for(Thread thread, [:Thread,int:] lock)
thread!=null && (thread==proj(lock,1) || lock==(:null,0 )

/*{ boolean disjunct(finseq[[:Thread,int:]] x) =
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(\forall int i,j; 0<=i && 0<=j && i<length(x)&& j<length(x) && il=j
i proj(x[il,1)!=proj(x[jl,1)) }*/
public class WaitExample{
/*< finseq[[:Thread,int:]] x;>*/
/*{ disjunct(x) }*/ //class invariant
[*[wait]*/  /*1{ owns(thread,lock) }*/
/*{ not_owns(thread,lock) && proj(caller,1)==this && inc ludes(x,(:
thread,proj(caller,2):)) }*/
[*<return;>*/
/*1{ lock==(:null,0:) && proj(caller,1)==this && include s(x,(:thread
,proj(caller,2):)) && get(notified,thread)!=-1 }*/
1*[1*
public synchronized void m(){
/*1{ free_for(thread,lock) && (\forall int i;true;linclu des(x,(:
thread,i:))) }*/
/*1< x=append(x,(:thread,counter:)); >*/
/*{ owns(thread,lock) && includes(x,(:thread,conf:)) }* /
try{ this.wait();} catch (InterruptedException e){}
/*2{ not_owns(thread,lock) && includes(x,(:thread,conf ) Y

/*{ owns(thread,lock) && includes(x,(:thread,conf:)) }*
return;

/*1{ owns(thread,lock) && includes(x,(:thread,conf:)) }
/*1< x=remove(x,index(x,(:thread,conf:))); >*/

/

The wait-method can be called only by a thread owning the lock of the clee
object, as expressed by the precondition (24). After invoking wait, the thread
gives the lock free, as formalized in (26); when returning, tibecomes the lock

owner again, as stated by (27).

We use the auxiliary instance variablex to store for each local con guration
executingmthe thread and local con guration identities. We use this information
to identify local con gurations in caller-callee relation ship: We can exclude from
the interference freedom test for example the invariance of26) under the built-in
return-observation of its callee, setting the lock owner tothe identity of the exe-
cuting thread. Clearly, (26) would not be invariant under th e return-observation
of its callee; caller and callee execute a common step, and g¢hcontrol point
of the caller moves from (26) to (27). We get the following interference freedom
condition for setup, where the casehread _1=thread _2 leads to a contradiction:

Y%precondition assignment

(lock_inst=(null,0) AND PROJ_1(caller_1)=this AND inclu
x_inst,(thread_1,PROJ_2(caller_1))) AND get(
notified_inst,thread_1)/=(-1) AND

%assertion

not_owns(thread_2 ,lock_inst) AND includes(x_inst,(thr
conf_2)) AND

%class invariant

disjunct(x_inst) AND

%interleavable

des(

ead_ 2,
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(thread_1l=thread_2 IMPLIES (conf_1/=conf_2 AND (this/=
PROJ_1(caller_1) OR conf_2/=PROJ_2(caller_1)))) AND

(thread_1/=thread_2 IMPLIES true)) IMPLIES

%assertion after execution

(not_owns(thread_2,seq(notified_inst)(get(notified_ inst,
thread_1))) AND includes(x_inst,(thread_2,conf_2)))

4.2.4 The cooperation test ~ Whereas the interference freedom test assures
invariance of assertions under steps in which they are not wmolved, the coop-
eration test deals with inductivity for communicating partners, assuring that
the global invariant, and the preconditions and the class irvariants of the in-
volved statements imply their postconditions after the joint step. The soundness
of the proof system requires, that the precondition of an obervation, used in
the interference freedom test, describes the state in whiclthe assignment is ex-
ecuted. Therefore, we additionally have to show that these asertions are valid
immediately after communication.

Like in the interference freedom test, we use the class invénts as an-
tecedents, but it would not be necessary for a minimal proof gstem. The only
exception is method call: In this case the callee class invant is the only as-
sertion which can be used to describe the callee instance $&a But in this case
the callee class invariant is already included as the precatition of the called
method, which is by de nition the class invariant.

The global invariant expresses global invariant properties using auxiliary
instance variables which can be changed by observations ofommunication,
only. Consequently, it is automatically invariant under th e execution of non-
communicating statements. For communication and object ceation, however,
the invariance must be shown as part of the cooperation test.

We de ne the corresponding veri cation conditions for communication and
object creation, but we have no cooperation test for noti cation. As mentioned
earlier, noti cation takes place within a single object, and thus its e ect can
be captured by a single assignment to the auxiliary variable wait and noti ed
executed by the noti er. Invariance for the notifying threa d is covered by the lo-
cal correctness conditions, whereas preservation of the ssrtions for the noti ed
partners is assured by the interference freedom test.

We start with the cooperation test for communication; for th e corresponding
augmentation see Example 18. The semantics is intuitively Bown in Fig.3. Since
di erent objects may be involved, the cooperation test is famulated in the global
assertion language. The local properties and expressiongeaexpressed in the
global language using the lifting substitution. To avoid name clashes between
local variables of the partners, we rename those of the cake

Let z and z%be logical variables representing the caller, respectivglthe callee
object in a method call. We assume the global invariant, the tass invariants of
the communicating partners, and the preconditions of the cenmunicating state-
ments to hold prior to communication. For method invocation, the precondition
of the callee is its class invariant. That the two statements indeed represent
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callee I =gy

Gl
V-:=6; Stm; return;y :=q;

Fig. 3. Communication

communicating partners and especially that the communicaton is enabled is
captured in the assertion comm which depends on the type of communica-
tion. For instance, in case of a synchronized method invocabn, the lock of

the callee object has to be free or owned by the caller. This igxpressed by
z%lock = free_ threadz%lock) = thread, where thread is the caller-thread, and

where threadz%lock) is the rst component of the lock value, i.e., the thread

owning the lock of z° For the invocation of the monitor methods we require that

the executing thread is holding the lock. An additional predicate Eq(z) = z%in

the condition of a method call ey:m(€) states, that z%is indeed the callee object,
where Eo(z) is ey[z=this]. Invoking the start-method of an object whose thread
is already started does not have communication e ects. The ame holds for re-
turning from a run-method. Returning from the wait-method assumes that the
thread has been noti ed and that the callee's lock is free.

Remember that method invocation hands over the return addres, and that
the values of formal parameters remain unchanged. Furtherrare, actual parame-
ters may not contain instance variables, i.e., their interpretation does not change
during method execution. Therefore, the formal and actual @rameters can be
used to identify partners being in caller-callee relationsip, using the built-in
auxiliary variables.

Note the execution order: rst communication takes place, bllowed by the
sender, and then the receiver observation. To describe theoenmon e ect, we
rst have to substitute for the receiver, then for the sender observation, and
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nally for communication. For method call, we additionally have to substitute
for the initialization of the local variables.

Let again p° denote the assertionp with every local variable u replaced by
a fresh oneu®, and similarly for expressions. As already mentioned, we s the
shortcuts P (z) for p[z=this], QYz% for gJz%=this], and similarly for expressions,
where local variables are viewed on the global level as logitones.

De nition 4 (Cooperation test: Communication). A proof outline satis-
es the cooperation test for communication if

Fo Gl ~Pi(2) " 1e(2) » Q) " leo(2) ™ (6)

comm” z 6 null” z°6 null'! (7)

(PZ(Z) N Q(z)(zo)) fcomm N (GI " PB(Z)A Qg(zo)) f0b52 fobsl fcomm

holds for distinct fresh logical variablesz 2 LVar ¢ and z° 2 LVar ¢ in the
following cases:

1. (@) Call : For all statements tpigUret = €:M(€); fP2ghy1 = €1i'fPag
(or such without receiving a value) in classc with ey 2 Expgo, where
method m 2 f start; wait; notify; notifyAllg of c® is synchronized with body
fCpg' by, 1= €ilf0gg Stm, formal parameters 4, and local variablesv ex-
cept the formal parameters. The callee class invariant isp = lc. The
assertion commis given byEo(z) = z™ (z%lock = free_threadz%lock) =
thread). Furthermore, f comm = [ E(2); Init(¥)=t" 7, fops1 = [E1(2)=2z:%],
fobs2 = [E(29=248]. If m is not synchronized,z%lock = free_thread(z%lock) =
thread in commis dropped.

(b) Call nonitor : For m 2 f wait; notify; notifyAllg, commis given byEq(z) =
z97 thread(z%lock) = thread

(c) Call g : For m = start, commis Eo(z) = z°": z%started where
fCpg! h¥, 1= &i' fGgg Stm is the body of therun-method of c®.

(d) Call 3 : For m = start, additionally, (6) must hold with comm given
by Eo(z) = z°~ z%started o = g = true, and f eomm and fops2 are the
identity functions.

2. (@) Return : For all method call statementsug; = ey:m(€);fpg' yy =
€1t fp1g? P2 Yy = €4i%fpsg (or such without receiving a value) oc-
curring in ¢ with ey 2 Expgo, such that methodm of c® has the return
statement fgpg returnee; ;fGpg' hys = €3itfgg, and formal parameter
list 4, Equation (6) must hold with comm given by Eq(z) = z°" 0=
E(z), and where feomm = [ES; (29=Uet], fonst = [E(z29=2>%3], and
fobs2 = [Ea(2)=z:m].

(b) Return it : FOr f hg returngetiock ; f Gpg* hys = €3i* fGgg in a wait-method,
commis Eq(z) = 2" #0= E(z) » z%lock = free” thread’ 2 z%noti ed.

(c) Return , : For faug return;fcpg! hys = €3itfQgg Occurring in a run-
method, p; = p2 = p3 = true, comm= true, and furthermore f ;oo and
fobsz the identity function.



42 The proof system

Example 17. For the proof outline of Example 8 three global conditions ae
generated: one for the method call at (23), one for the call at(31), and one
for the corresponding return for the second call. Note that ve do not have any
conditions for returning from the rst call (23), because all postconditions are
by de nition true. The rst condition

FORALL (caller:Account) : caller/=null IMPLIES

FORALL (callee:Account) : callee/=null IMPLIES

%precondition caller

((i_1>0 AND

%class invariant caller and callee + caller-callee relatio nship

Account.x(caller)>=0 AND Account.x(callee)>=0 AND calle r=
callee) IMPLIES

%postcondition callee

(i_1>0 OR (Account.x(callee)+i_1>=0 AND owns(thread_1,
Account.lock(callee)))))

states that the class invariants and the preconditions of ctler and callee imply
the postcondition of the callee. ThePVS-expressionc:x(z) represents the quali-
ed referencez:x for z of type c. Note that the global invariant, the postcondition
of the caller, and the assertions at the auxiliary points areby de nition true. The
caller-callee relationship of the partners is assured by muiring caller= calleg
since it is a self-call. The condition for the second call isisilar:

FORALL (caller:Account) : caller/=null IMPLIES

FORALL (callee:Account) : callee/=null IMPLIES

%precondition caller

((Account.x(caller)>=i_1 AND i_1>0 AND owns(thread_1,
Account.lock(caller)) AND

%class invariants caller and callee + caller-callee relati onship

Account.x(caller)>=0 AND Account.x(callee)>=0 AND calle r=
callee) IMPLIES

%postcondition caller

(i_1>0 AND

%postcondition callee

(-i_1>0 OR (Account.x(callee)+(-i_1)>=0 AND owns(thread 1,
Account.lock(callee))))))

The condition for return assures the caller-callee relatioship of the partners by
additionally requiring, that the formal parameters equal t he actual ones. Applied
to the built-in auxiliary parameter thread this requirement implies for example
that caller and callee are the same thread, i.e.thread 1 = thread 2, which we
need to show that the caller owns the lock after communicatio:

FORALL (caller:Account) : caller/=null IMPLIES
FORALL (callee:Account) : callee/=null IMPLIES
%precondition caller

((i_1>0 AND

%class invariant caller

Account.x(caller)>=0 AND

%precondition callee

(i_2>0 OR owns(thread_2,Account.lock(callee))) AND
%class invariant callee

Account.x(callee)>=0 AND

%caller-callee relationship
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caller=callee AND i_2=(-i_1) AND thread_2=thread_1 AND
caller_2=(caller,conf_1,thread_1)) IMPLIES

%postcondition caller

owns(thread_1,Account.lock(caller)))

Besides method calls and return, the cooperation test need® handle object
creation, taking care of the preservation of the global invaiant, the postcondition
of the new-statement and its observation, and the new object's classnivariant.
We can assume that the precondition of the object creation saitement, the class
invariant of the creator, and the global invariant hold in th e con guration prior
to instantiation. Note again that the class invariant as antecedent would not be
necessary for a minimal proof system. The extension of the gbal state with a
freshly created object is formulated in astrongest postcondition style, i.e., it is
required to hold immediately after the instantiation. We use existential quan-
ti cation to refer to the old value: z°of type LVar stOPiect represents the existing
objects prior to the extension. Moreover, that the created dject's identity stored
in u is fresh and that the new instance is properly initialized isexpressed by the
global assertionFrest{z% u) de ned as InitState(u) » u 622°28v:v2 z° v=u
(see page 28 for the de nition ofInitState). To express that an assertion refers to
the set of existing objectsprior to the extension of the global state, we need to
restrict any existential quanti cation in the assertion to range over objects from
z% only. So let P be a global assertion andz® 2 LVar stobiect g |ogical variable
not occurring in P. Then P # zCis the global assertionP with all quanti cations
9z: Preplaced by9z: obj(z) z°~ P° where obj(v) denotes the set of objects
occurring in the value v, formally
g : if v2 ¥al®[ val'™

fvg if v2 _Valhy
3 gbj (v1) [ obj(vp) if v= %vl;vg)_z tyt, Val
' obj(vi)  if v2  vallsit:

null

obj(v) =

ti to
null

Vi2v
The following lemma formulates the basic property of the prdection operator:

Lemma 4. Assume a global state , an extension °= [ 7! Z% ] for some

2 Val®, =2 Val( ), and a logical environment! referring gnly to values exist-
ing in . Let v be the sequence consisting of all elements of, Val,, ( ). Then
for all global assertionsP and logical variablesz®2 LVar "stObect not occurring

in P,
L EFeP i [2°7'V]; e P #Z®
Thus a predicate P # z evaluated immediately after the instantiation, express

that P holds prior to the creation of the new object. This leads to the following
de nition of the cooperation test for object creation:

De nition 5 (Cooperation test: Instantiation). A proof outline satis es
the cooperation test for object creation if for all classes c® and statements
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fP1g U i= New;fppg' hy := @' fpsg in
Fcz6nul*z6 un (8)
9z% Fresi{z®% u)» (Gl ~ (9u: P1(2)) » 1o(2)) #2° ! (9)
P2(2) " 1c(u) * (Gl ~ P3(2))  fobs ;
with z 2 LVar ¢ and z02 LVar stobiect frash | and wheref o5 = [E(2)=Z:3).

Example 18. The proof outline below speci es two classes, callec€Creator and
Created. Instances of theCreator class o er the methodcreate() which creates
an instance of theCreated class and gives it back as a return value. The global
invariant states that there exists at most one instance of tre Creator class, and
that its auxiliary instance variable nr stores the number of the existingCreated
instances.
/Ifunction definition
/*{ boolean disjunct(finseq[Created] z) =
(\forall int i; 0<=i && i<length(z); z[i]'=null &&
(\forall int j; 0<=j && j<length(z) && il=j ; z[i]'=z[j]))}* /

/lglobal invariant
/*{ (\forall Creator o; o!=null;
(\forall Creator 02; o2!=null; 02==0) &&
(\forall finseq[Created] z; disjunct(z) && (\forall Creat ed z2; z2!=
null; includes(z,z2)); o.nr == length(z)))
¥

public class Creator {
/*< int nr; >*/

public void create(){
Created o;

0 = new Created();
/1< nr = nr + 1; >*/

}

class Created {}

We apply the proof system to these two classes. Of course, thglobal invari-
ant describes a program, which contains these classes, ortlyen correctly, if the
context of these classes also preserve it. Thus this exampkhows also, how to
verify parts of a program to be correct under the assumption hat the remaining
veri cation conditions hold for the environment. Verger generates the follow-
ing cooperation test condition for object creation, where te type Object 54 In
theory Object represents the logical variablez® in the cooperation test.

Object: THEORY
BEGIN

Héw_Object: Object
Object_old: NONEMPTY_TYPE = {0:Object | o=null OR o /=
new_Object} CONTAINING null
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END Object

Created_type: THEORY
BEGIN

.(i-reated_old: NONEMPTY_TYPE = {o:Created | o=null OR o
/= new_Object} CONTAINING null
END Created_type

Created: THEORY
BEGIN

i.h-it(o:Created): bool = (o=new_Object AND o/=null AND
... AND Created.lock(o)=(null,0))
END Created

global_cond_0 : THEORY
BEGIN

condition : LEMMA
% z /= null N\
FORALL (creator:Creator) : creator/=null IMPLIES
% z /= u /\ Fresh(z',u)
((creator/=u AND Created.init(u) AND
% Gl restricted to z'
(FORALL (o:Creator) : o/=null IMPLIES
((FORALL (o02:Creator) : o2/=null IMPLIES 02=0) AND
(FORALL (z:finseq[Created_old]) : ((disjunct(z) AND
(FORALL (z2:Created_old) : (z2/=null IMPLIES includes(z,
z2)))) IMPLIES
(Creator.nr(o)=length(z))))))) IMPLIES
% Gl after execution
(FORALL (o:Creator) : (o/=null IMPLIES
((FORALL (o02:Creator) : (o2/=null IMPLIES 02=0)) AND
(FORALL (z:finseq[Created]) : ((disjunct(z) AND
(FORALL (z2:Created) : (z2/=null IMPLIES includes(z,z2))
)) IMPLIES
(IF (o=creator) THEN (Creator.nr(creator)+1) ELSE Creato r
.nr(o) ENDIF = length(z))))))))

END global_cond_0

Further examples can be found in Appendix A.

5 Soundness and completeness

This section contains soundness and completeness of the momethod of Sec-
tion 4. Given a program together with its annotation, the pro of system stipulates
a number of induction conditions for the various types of asertions and program
constructs. Soundnessfor the inductive method means that for a proof outline
satisfying the veri cation conditions, all con gurations reachable in the opera-
tional semantics satisfy the given assertionsgompletenessconversely means that
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if a program does satisfy an annotation, this fact is provabé. For convenience, let
us introduce the following notations. Given a programprog, we will write ' g
or just ' for its annotation, and write prog F ', if prog satis es all require-
ments stated in the assertions, andprog®® ' 9, if progP satis es the veri cation
conditions of the proof system:

De nition 6.  Given a program prog with annotation' , then prog F ' i for
all reachable con gurations hT; i of prog, for all (; ; stm) 2 T, and for all
logical environments! referring only to values existing in

1.5 (); EL pre(stm), and
2., FeGl:

Furthermore, for all classesc, objects 2 Val®( ), and local states %

3L () °FoLde:

For proof outlines, we write prog®* ' °i prog ° satis es the veri cation condi-
tions of the proof system.

5.1 Soundness

Soundness, as mentioned, means that all reachable con gutians do satisfy their
assertions for an annotated program that has been veri ed ugg the proof con-
ditions. Soundness of the method is proved by a straightfonard, albeit tedious,
induction on the computation steps.

Before embarking upon the soundness formulation and its prof, we need
to clarify the connection between the original program and poof outline, i.e.,
the one decorated with assertions, and extended by auxiliar variables. The
transformation is done for the sake of veri cation, only, and as far as the un-
augmented portion of the states and the con gurations is corerned, the behavior
of the original and the transformed program are the same.

To make the connection between original program and the proboutline pre-
cise, we de ne a projection operation# prog, that jettisons all additions of the
transformation. So let prog® be a proof outline for prog, and T 4 a global
con guration of prog® Then ©# prog is de ned by removing all auxiliary in-
stance variables from the instance state domains. For the geof thread con g-
urations, T° # prog is given by restricting the domains of the local states to
non-auxiliary variables and removing all annotations and aigmentations. Ad-
ditionally, for local con gurations ( ; ; returngetock ; Stm) 2 TO if the execut-
ing thread is in the wait set, i.e., (thread 2 9 )(wait) then the statement
returngetock gets replaced by 8ignal returngetock - Furthermore, for local con g-
urations (; ; stm;return;stm% with stm 6 an auxiliary assignment in the
notify- or the notifyAll-method, the auxiliary assignment stm gets replaced by
Isignaland !signalall, respectively. The following lemma expresses that the tras-
formation does not change the behavior of programs:
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Lemma 5. Let prog® be a proof outline for a program prog. ThenhT; i is a
reachable con guration of prog i there exists a reachable on guration hT% G
of prog® with HT°# prog; °#progi = HT; i.

The augmentation introduced a number of speci c auxiliary variables that
re ect the predicates used in the semantics. That the semarits is faithfully
represented by the variables is formulated in the followinglemmas.

Lemma 6 (ldenti cation). Let hT; i be a reachable con guration of a proof
outline. Then

1. for all stacks and °in T and for all local con gurations (; ; stm) 2
and ( % %stm®% 2 Owe have (thread= Qthreadi = © and
2. for each stack( o; o;stmg):::( n; n;Stmy) in T and indicesi<j ,
(@ i(thread = o;
(b) = | implies j(conf) < j(conf)< ( j)(countep,
() j(callep=( ; 1;; 1(conf); ; 1(thread), and
(d) proj( o(callen;3)) 8 o(thread.

Lemma 7 (Lock, Wait, Notify). Let hT; i be a reachable con guration of a

proof outline for the original program prog, 2 Val( ) and =( o; o;Stmp)
02 T. Let furthermore n be the number synchronized method executions ofin
,l.e., n=jf(;; stm)2 jstm synchrgj. Then

1. (a) : owns(T #prog; )i ( )(lock) = free
(b) owns( #prog; )i ( )(lock)=( o;n)

2. (a) proj ( () (wait)[i]; 1) = proj ( ( )(wait)[j]; 1) implies i = |
(b) proj ( ( )(notied)[i];1) = proj( ( )(notied)[j];1) impliesi = j
() if ( o;m)2 ( )wait) or ( o;m)2 ( )(notied) thenm = n
(d) ( )wait)\ ( )(notied) = ;
(e) 2wait(T #prog; )i ( o;n)2 ( )(wait)
(f) 2notied (T #prog; )i ( o;n)2 ( )(notied).

The above Lemma assures disjunctness of the sequences stbie the wait and
noti ed variables; if the order of the elements is unimportant, in the following
we sometimes use set notation for their values.

Lemma 8 (Started). For all reachable con gurations hT'; i of a proof outline
and all objects 2 Val( ), we have startedT #prog; )i ( )(started).

Let prog be a program with annotation ' , and prog® a a corresponding proof
outline with annotation '  Let Gl ° be the global invariant of ' © 19 denote its
class invariants, and for an assertionp of ' let p° denote the assertion of' ©
associated with the same control point. We write ' %1 ' i Fg GI°! GI,
FL 12! 1. for all classesc, and = p°! p, for all assertionsp of ' associated
with some control point. To give meaning to the auxiliary variables, the above
implications are evaluated in the context of states of the agmented program.
The following theorem states the soundness of the proof metid.
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Theorem 1 (Soundness).  Given a proof outline prog® with annotation ' proq o.
If prog® ' pogo then prog’E ' progo :

The soundness proof is basically an induction on the length focomputation,
simultaneous on all three parts from De nition 6. Theorem 1 is formulated for
reachability of augmented programs. With the help of Lemma 5 we immediately
get:

Corollary 1. If prog®™ ' prog© @Nd F ' progo ! " prog , then prog = ' prog -

5.2 Completeness

Next we conversely show that if a program satis es the requiements asserted
in its proof outline, then this is indeed provable, i.e., then there exists a proof
outline which can be shown to hold and which implies the givenone:

8prog: prog = ' prog ) 9 Prog® prog®” ' progo ® j= " progo! ' prog

Given a program satisfying an annotationprog F ' g , the consequent can be
uniformly shown, i.e., independently of the given assertioal part ' g, by in-
stantiating ' prog o to the strongest annotation still provable, thereby discharging
the last clausef ' pogo ! ' prog - Since the strongest annotation still satis ed
by the program corresponds to reachability, the key to compéteness is to

1. augment each program with enough information, to be able ®

2. express reachability in the annotation, i.e., annotate he program such that
a con guration satis es its local and global assertions exatly if reachable
(see De nition 8 below), and nally

3. to show that this augmentation indeed satis es the veri cation conditions.

We begin with the augmentation, using the transformation from Section 4.1
as starting point, where the programs are augmented with thespeci c auxil-
iary variables. To facilitate reasoning, we introduce an adlitional auxiliary local
variable loc, which stores the current control point of the execution of athread.
Given a function which assigns to all control points unique bcation labels, we ex-
tend each assignment with the updateloc := |, wherel is the label of the control
point after the given occurrence of the assignment. Also unbserved statements
are extended with the update. We writel  stm if | represents the control point
in front of stm.

The standard way for completeness augmentation is to add irdrmation into
the states about the way how it has been reached, i.e., thaistory of the com-
putation leading to the con guration. This information is r ecorded using history
variables.

The assertional language is split into a local and a global ieel, and likewise
the proof system is tailored to separate local proof obligabns from global ones
to obtain a modular proof system. The history will be recorded in instance
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variables, and thus each instance can keep track only of itswen past. To mirror
the split into a local and a global level in the proof system, te history per
instance is recorded separately fointernal and external behavior. The sequence
of internal state changes local to that instance is recordedn the local history
and the external behavior in the communication history.

The local history keeps track of the state updates due to locbksteps of threads,
i.e., steps which does not communicate or create a new objeciVe store in
the local history the updated local and instance states of tke executing local
con guration and the object in which the execution takes place. Note that the
local history stores also the values of the built-in auxiliary variables, and thus the
identities of the executing thread and especially the exediing local con guration.

The communication history keeps information about the kind of communica-
tion, the communicated values, and the identity of the communication partners
involved. For the kind of communication, we distinguish as @ses object creation,
ingoing and outgoing method calls, and Iikevgse ingoing anbd)utgoing commu-
nication for the return value. We use the set . fnewg[ ., f!m;?mg]
f Ireturn; ?returng of constants for this purpose. Noti cation does not update the
communication history, since it is object-internal computation. For the same
reason, we don't record self-communication inheomm . Note in passing that the
information stored in the communication history matches exactly the informa-
tion needed to decorate the transitions in order to obtain a @®mpositional variant
of the operational semantics of Section 2.3.2. See [5] for gu a compositional
semantics.

De nition 7 (Augmentation with histories). Each class is further extended
by two auxiliary instance variableshins and heomm , both initialized to the empty
sequence. They are updated as follows:

1. Each assignmenty := € in each classc that is not the observation of a
method call or of the reception of a return value is extended it

hinst = hinst ~ ((%; ¥)[€=%]) ;

where x are the instance variables of clasg containing also heomm but with-
out hist , and v are the local variables. Observationsy = € of Uy, =
eo:m(€% and of the corresponding reception of the return value get ¢éanded
with the assignment

hinst := if (& = this) then hust else st ((%;¥)[e=¥]) ;

instead, if m 6 start. For eq:start(e%); = 1ny := €i = we use the same update
with the condition ey = this replaced by g = this”: started
2. Every communication and object creation gets observed by

heomm = if (partner=this) then heomm €lse
heomm (Senderreceivervalue
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where the expressiongartner, sendey receiver and valuesare de ned depend-
ing on the kind of communication statements as follows:

[communication statement [partner [sender |receiver |values |
u:= new null this null new u; thread
Ut = €p:Mm(€) (=) this € Im(e)
corresponding reception of return|ey € this ?returnu
reception of method callm(t) caller obj|caller.obij|this 2m(+)

return €t caller.obij|this callerobj|! return ey

where callerobj is the rst component of the variable caller.

In the update of the history variable hj , the expression ; t)[e=%] identi es
the active thread by the local variablesthreadand conf, and speci es its instance
local state after the execution of the assignment. Note thatespecially the values
of the auxiliary variables introduced in the augmentation are recorded in the local
history. In the following we will also write ( ;. ; ) when referring to elements
of hinst

Note furthermore that the communication history records also the identities
of the communicating threads in values

Next we introduce the annotation for the augmented program.

De nition 8 (Reachability annotation).

1. Fg Gl i there exists a reachable hT; 4 such that Val( ) = Val( 9),
and forall 2 Val( ), ( )(homm)= % )(Ncomm ).

2. For each classc, let!; &; FL lci thereis a reachable hT; i such that

()= inst Where = . (this). For each classc and methodm of c, the
pre- and postconditions ofm are given byl.

3. For assertions at control points, !; s FL pre(stm) i there is a reach-
ablehT; i with ()= . for = . (this), and with (; ; stm;stm% 2
T.

4. For preconditions p of observations of communication or object creation,
let I; .t: FL pi there is a reachable hT; i with () = ;4 for

= o (this), and with (; %stm;stm% 2 T enabled to communicate re-
sulting in the local state directly after communication, where stm is the
corresponding communication statement.
For observing the reception of a method call, instead of thexéstence of the
enabled(; %stm;stm® 2 T, we require that a call of methodm of s
enabled with resulting callee local state directly after communication.

It can be shown that these assertions are expressible in thesaertion language
[40]. The augmented program together with the above annotaibn build a proof
outline that we denote by prog®

What remains to be shown for completeness is that the proof ailine prog®
indeed satis es the veri cation conditions of the proof system. Initial and local
correctness are straightforward.
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Completeness for the interference freedom test and the coepation test are
more complex, since, unlike initial and local correctnessthe veri cation condi-
tions in these cases mention more than one local con guratio in their respective
antecedents. Now, the reachability assertions oprog® guarantee that, when sat-
is ed by an instance local state, there exists a reachable global con guration
responsible for the satisfaction. So a crucial step in the aopleteness proof for
interference freedom and the cooperation test is to show thiaindividual reach-
ability of two local con gurations implies that they are rea chable in acommon
computation. This is also the key property for the history variables: they record
enough information such that they allow to uniquely determine the way a con-
guration has been reached; in the case of instance historyiniqueness of course,
only as far as the chosen instance is concerned. This propgris stated formally
in the following local merging lemma.

Lemma 9 (Local merging lemma). Let hTy; i andhTy; »i be two reachable
global con gurations of prog® and (; ; stm) 2 T; with 2 Val( 1)\ Val( ).
Then 1( )(hinst )= 2( )(hinst ) implies (; ; stm) 2 T.

For completeness of the cooperation test, connecting two Esibly di erent
instances, we need an analogous property for the communiciain histories. Argu-
ing on the global level, the cooperation test can assume thatwo control points
are individually reachable but agreeing on the communicatbn histories of the
objects. This information must be enough to ensure common r&chability. Such a
common computation can be constructed, since the internal amputations of dif-
ferent objects are independent from each other, i.e., in a gbal computation, the
local behavior of an object is interchangeable, as long as thexternal behavior
does not change. This leads to the following lemma:

Lemma 10 (Global merging lemma). Let hT1; 11 and hT,; »i be two reach-
able global con gurations of prod and 2 Val( 1)\ Val( 2) with the prop-
erty 1( )(heoomm) = 2( )(hcomm ). Then there exists a reachable con gura-

tion HT; i with Val( ) = Val( 2), ()= 1( ), and ()= () for all
2 Val( 2)nf g.

Note that together with the local merging lemma this implies that all local
con gurations in hly; i executing in  and all local con gurations in hly; 2i
executingin 6 are contained in the commonly reached con gurationhr; i.

This brings us to the last result of the paper:

Theorem 2 (Completeness).  Given a program prog, the proof outline prod
satis es the veri cation conditions of the proof system from Section 4.

6 Conclusion

This paper presents the rst sound and complete assertionaproof method for
a multithreaded sublanguage ofJava including its monitor discipline. It extends
earlier work ([3] and especially [4]) by integrating Java's wait and notify con-
structs into the assertional proof system and by moving towads a more compo-
sitional identi cation mechanism for threads.
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Related work From its inception, Java attracted interest from the formal meth-
ods community: The widespread use oflava across platforms made the need
for formal studies and veri cation support more urgent, the grown awareness
and advances of formal methods for real-life applications ad languages made
it more acceptable, and last not least the array of non-trivial language features
made it challenging and interesting. ThusJavao ered arich eld for formal stud-
ies, ranging from formal semantics [38, 6] over bytecode vecation and static
analysis [27] to model checking [19].

As far as proof systems and veri cation support for object-aiented programs
is concerned, research mostly concentrated osequentiallanguages resp. sequen-
tial subsets of Java. For instance, Poetzsch-He ter and Mudller [35, 33, 32, 34]de-
velop a Hoare-style programming logic presented in sequerformulation for a
sequential kernel ofJava. Their Java-fragment does not contain multithreading,
but goes beyond this work in featuring interfaces, subtypirg, and inheritance.
Translating the operational and the axiomatic semantics irto the HOL theorem
prover allows a computer assisted soundness proof of the pob system. Two
papers dealing with an axiomatic semantics for object-oriated languages in a
weakest liberal precondition style are [15] and [26].

[37,36] use (a modi cation of) the object constraint languageOCL as asser-
tional language to annotate UML class diagrams and to generta proof conditions
for Java-programs. The work [12] presents a model checking algorith and its
implementation in Isabelle/HOL to check type correctness d Java bytecode. The
work [41] formalizes a large subset odavaCard, including exception handling, in
Isabelle/HOL, and its soundness and completeness is shown within the theem
prover. The work in [2] presents a Hoare-style proof systemdr a sequential
object-oriented calculus [1]. Their language features hgaallocated objects (but
no classes), side-e ects and aliasing, and its type systemupports subtyping.
Furthermore, their language allows nested statically letbound variables, which
requires a more complex semantical treatment for variabledased on closures,
and ultimately renders their proof system incomplete. Ther assertion language
is presented as an extension of the object calculus' languagof type and anal-
ogously, the proof system extends the type derivation syste, where the types
cater for the static properties of the program and the \specication" takes care
of the dynamic behavior. The close connection of types and szi cations in the
presentation in is exploited in [39] for the generation of vei cation conditions.
Applying type inference technology to (a syntax-directed version of) Abadi and
Leino's proof system allows to factor out the proof obligatons from the struc-
tural part of the proof. In [23], the logic is implemented in the Lego theorem
prover. A survey about monitors in general, including proof rules for various
monitor semantics, can be found in [13].

Formal semantics of Java, including multithreaded execution, and its vir-
tual machine in terms of abstract state machines is given in 38]. A structural
operational semantics of multithreadedJava can be found in [14].

Future work Based on the proof theory presented, we are currently devefing
a veri cation condition generator for Java, where a theorem prover is used to
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verify the conditions. Of particular interest in this conte xt is an integration of
our method with related approaches like theLoop project [20, 29].

As future work, we plan to extend Javayr by further constructs, especially in

the direction of \object-orientedness", adding inheritance, subtyping, and other
concepts featured inJava. To deal with subtyping on the logical level requires a
notion of behavioral subtyping [7]. An extension of the sematics and the proof
theory to detect deadlocks and termination is also of interet.
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A Examples

B Proofs

B.1 Properties of substitutions and projection

Proof (of Lemma 1). We prove the lemma by straightforward induction on the

structure of local assertions. Let ;g = i [Y7'[€l} ™ Jand = [u7![e]] ™ ].
In the case for local variablesu = y; we get

[ufe=31; ™' =[el/ ™

= (v
= |[u]l:_' inst 1
For instance variablesx = y; similarly:
[X[€‘=ﬂ]|!ﬂ inst 5 — |[e|]|:_ inst 5
= inst (X)
= |[X]I|_y inst »
The remaining cases are straightforward. u
Proof (of Lemma2). Let! =1 [y7! [E]I!(;3 ]andlet bede ned by [|[z]|!G; y7! [E]I!G; 1.

We proceed by induction on the structure of global expressios and assertions.
The base cases fonull and z° are straightforward. For the induction cases, we
start with the crucial one for quali ed reference to instance variables:

[(E%x)[E=z:¥], =[if EYE=z:x] = zthenE, else(EJE=z:1):xi 1

This conditional assertion evaluates to ] if [EYE=z:¥]¢ =[z]¢ andto
[(E ‘)[Ezz:x]):xi]l!(?3 otherwise. So in the rst case we get

[(E%x)[E=z:A]¢ =[Eilg
= ([21& (%) by def. of
= ([E9E=z:A{]¢ )(xi) by the case assumption
(EAE )(xi) by induction
=[E%1¢ by def. of [ :

If otherwise [EJE=z:¥]; 6 [zl , then

I( EO[E:Z*]):XI@]I!&
([EAE=z:A1% )(xi) by def. of []g
([E9E=z:A]¢ )(xi) case assumption+def.
(EAE )(xi) by induction
=[E%xi1¢ by def. of [ :

[(E°x)[E=z:A1¢
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For operator expressions we get:

[(f(E1;::: s En))E=z:A]

= [f(E1[E=2z:%;::: ;En[E:z:x])]l!é def. substitution
= f([E1[E=z:Alg ;:::;[Enl[E=z:Hl% ) def. [1g

= f([Eddg ;i [EalE ) by induction

= [f(Es;: 5 Enlg def. [1g :

For global assertions, the cases of negation and conjunctioare straightforward.
For quanti cation,

[(92% P)[E=z:¥] = true

0 [9z% P[E:z:x]]lg = true def. substitution
| 15071y

0 [P [Ezoz:x]]l'G[Z "V = true for somev2Val ,, () def. [ g

0 [PIF 7!_"]; = true for somev 2 Val,; ( ) by induction

0 [92%Pl¢ = true: Val ( )=Val( )

u

Proof (of Lemma 3). By induction on the structure of local expressions and
assertions. The base cases for local expressions are listeelow, where the ones
for instance and local variables are covered by the respeet provisos of the
lemma.

IXz=thislly =[zxl¢ = (@205 )0 = ( @)x)=[x]; ¢ @
[ulz=this]], (U= 1! (u)=[ull ¢
[this[z=this]]E, =[z]% =!(z)=[this]} ¢ @
[nulljz=this]]¢ (¢ (@)
[Z9z=this]ly = [29% =!(9=[29 @
Compound expressions are treated by straightforward induton:
[f(ey;::: ;en)[zzthis]]I!G;

null = [ null];

= f(|[e1[z=this]]|!é i ;[en[zzthis]]l!é ) semantics of assertions
= f(fedl " ey ¢ ) by induction
= [f(e; it el ¢ & semantics of assertions

For local assertions, negation and conjunction are straigtiorward. Unrestricted
quanti cation 9z% p in the local assertion language is only allowed for variable
of type t 2 f Int; Boolg, for which Vall,, ( ) = Val'. We get

nul
[(92% p)[z=this]li = true
[9z% p[zzthis]]l!G; = true def. substitution
0 .

[piz=this]]s” " Y¥ = true for somev 2 Val' assertion semantics

0 . .
g ="V @5 = trye for somev 2 Val' by induction

oy (@) . .

[9z" pl; = true assertion semantics

(= = i - . —d
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For restricted quanti cation over elements of a sequence lez°2 LVar'. Then

[(9z°2 e: plz=this]] = true

0  [92% z°2 efz=this] * (p[z=this])]i = true by de nition

0 [(z°2 e[z=this]) » p[z:this]]!GO; = true semantics
for somev 2 Vally, ( )and ! %= 1 [2°7! v]

0 ([ 2 [e[z=this]ly” )~ [plz=this]ly® = true semantics
for somev 2 Vally, ( )and ! %= 1 [2°71 v]

0 M0 O 2el” @ yapl% @5 = true by induction

for somev 2 Vally, ( )and ! %= I [2°7! v]

0 [(2°2e~7 p]I!LO; @) = trye semantics
for somev 2 Vall, ( )and ! %=1 [2°71 v]

0 [9z°2e:pl " = true semantics :

The last equation uses the assumption that the local state and the instance
state (! (z)) assign values fromVal,, ( ) to all variables, i.e., e does not re-
fer to values of non-existing objects. Consequentlyy 2 Val!,, together with

0 . .
[z°2 e "7V O @i = trye implies v 2 Val',, (). The case for restricted
quanti cation over subsequences is analogous. u

Lemma 11. Let be a global state and a logical environment referring only
to values existing in . Then [E]I!(;3 2 Val, () for all global expressionsE 2
GExp that can be evaluated in the context of and

Proof (of Lemma 11). By structural induction on the global assertion. The case
for logical variablesz 2 LVar ! is immediate by the assumption about! , the ones
for null and operator expressions are trivial, respectively follow by induction.
For quali ed referencesE:x with E 2 GExp® and x 2 IVar | an instance variable
of classc, if E:x can be evaluated in the context ofl and , then |[E]|!G; 6 null.
Hence by induction |[E]|!(;3 2 Val,, ( ), more speci cally |[E]|g 2 Val( ).
Therefore by de nition of global states (|[E]|!(;3 )(x) 2 Val ,,; (). u

Proof (of Lemma 4). By structural induction on global assertions. Assume a
global state , an extension = [ 7! S ]for some 2 Val®, 2 Val( ),
and a logical environment! referring qaly to values existing in . Let v be the
sequence consisting of all elements of  Valy,, ( ). Let nally P be a global
assertion, z° 2 LVar stobiect g |ogical variable not occurring in P, and ! =
I [z°7! v]. Since z° is fresh in P, we have for all logical variablesz in P that

[zl =!(z)="!(z)=[z]¢ . For qualied references to instance variables, the
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argument is as follows:

[ExIE = (ElE )X) semantics
= ([EX )X [E]le 6 byLemma 11 and 2Val( )
= ([E #29% )(x) by induction
= [(E #29:x]¢ semantics
= [(E:x) #29¢ def. #20:

The interesting case is the one for quanti cation. Forz 2 LVar !:

I Fec9z:P
0 I'[z7'u]; Fe P for someu2 Vall, () semantics
0 ![z7'u]; FoP #z°for someu 2 Val!,, ( )induction
0 ![z7'u]; Ecobjz) z®P#z° Vall, () v
for someu 2 Vall, ( )
0 I, Fg9z:0bj(z) z°AP#2° semantics
0 . Fc(9z:P)#2z%
The remaining cases are straightforward. u

B.2 Soundness

This section contains the inductive proof of soundness of tB proof method.
We start with some ancillary lemmas about basic invariant properties of proof
outlines, for instance properties of the auxiliary variables added in the transfor-
mation. Afterwards, we show soundness of the proof system.

B.2.1 Invariant properties

Proof (of the transformation Lemma 5). Both directions can be shown by straight-
forward induction on the length of reduction. The only inter esting property of
the transformation is the representation of noti cation by a single auxiliary as-
signment of the noti er. For this case we use Lemma 7 showingaundness of the
representation of the wait and noti ed sets by the auxiliary instance variables
wait and noti ed. u

Proof (of Lemma 6). All parts by straightforward induction on the steps of proof
outlines. u

Proof (of Lemma 7). The cases 2e and 2f are satis ed by the de nition of the
projection operator. Inductivity for the cases 2a and 2b areeasy to show using
Lemma 6 and the cases 2e and 2f of this lemma. If the order of thelements is
unimportant, in the following we also use set notation for the values of thewait
and noti ed variables. Correctness of the projection operation uses #results of
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this lemma and is formulated in Lemma 5. For the other cases wegroceed by
induction on the length of the run hTy; oi! hT; i of the proof outline prog®.

In the base case of an initial con guration hTp; i (cf. page 11), the setTy
contains exactly one thread (; ; stm), executing the non-synchronized main-
statement of the program, i.e.,: owns(To # prog; ), and initially the lock of the
only object is set to free. Furthermore, the instance variableswait and noti ed
of the initial object are set to ;.

For the inductive step, assumehTy; oi! hT; i'h T; i.We distinguish
on the kind of the last computation step.

Case:Call gar , Call 5% | Return ,

In these cases none of the concerned variables or predicatese touched, no new
objects are created, and no local con gurations are pushedropopped, and the
property follows directly by induction.

Case: Assinst , ASSioc, Signal , Signal sp , SignalAll

Note that this case handles assignments, but not the obsertans of communica-
tion and object creation. Remember furthermore that the sighaling mechanism
is implemented in proof outlines by auxiliary assignments.

If the assignment is not in a notify- or in a notifyAll-method representing
noti cation, then the case is analogous to the above one.

Assume now that the assignment in the last computation step epresents no-
tication in a notify-method of the proof outline. l.e., a thread 1 2 T noties
another thread , = ( ,; ;stm) §2 T inthe wait set of . Remember that
noti cation is represented by a single assignment of the noter, and thus the
stack of the noti ed thread , does not change. However, according to the pro-
jection de nition, as the noti er changes the value of wait of , the projection

2 # prog represents a thread being in the wait set inhT; i and being in the
noti ed setin hr; i.

The only relevant e ect of the step is moving ( 2;n) 2 ( )(wait) from
the wait set into the notied set of , where n is by induction the number
of synchronized invocations of , in . Thus the properties 1a, 1b and 2c are
automatically invariant. Induction implies also uniqueness of the representation
of the wait and noti ed sets, i.e.,, , is contained neither in ( )(noti ed) nor
in ( )(wait). Thus moving the thread of , from the wait into the noti ed set
does not violate uniqueness of the representation.

If the wait set ( )(wait) is empty, then no noti cation takes place; the
property follows directly by induction.

The case for the assignment in thenotifyAll-method is analogous, with the dif-
ference that all threads in the wait set get noti ed by ;. The noti er observation
sets the value of the auxiliary instance variablenotied of to ( )(notied) [_

(' )(wait), whereas the correspondingvait variable gets the value; . By induc-
tion we have ( )(notied)\ ( )(wait) = ;, and thus the required properties
are invariant under noti cation.

Case: New
Assume that the last step creates a new object (ruleNew ), and executes the
corresponding observation. Let 2 dom( ). Then either reference the newly
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created object, or 2 dom( ). Inthe rstcase =2 dom( ), and by the de nition
of global con gurations (cf. page 10) there is no local con giration ( ; ; stm) 2
T. Since the last step doesn't add any local con gurations toT, we have 6
forall (; ; stm) 2 T and thus : owns(T # prog; ). Since the lock of the new
object is initialized to free, and wait and noti ed of get the value;, the required
property holds for the new object. In the second case, if 2 dom( ), the property
follows directly by induction.

Case: Call
Let 2 dom( ). Thenalso 2 dom( ).If is notthe callee object, then the
property holds directly by induction. If  is the callee object, the only new local
con guration ( ; ; stm)in T represents the execution of the invoked method.
If the invoked method is non-synchronized, then the propery follows by
induction. In the case of a synchronized method, let 2 T be the executing
thread. The antecedent: owns(Tnf g # prog; ) implies by induction that, if
there is no local con guration in the thread's stack executing a synchronized
method of then ( )(lock) = free, and ( )(lock) = ( o;n) otherwise, where
( o; o;stmp) is the deepest con guration in the thread's stack and n the num-
ber of synchronized method invocations in the stack . If in the state prior to
the method invocation ( )(lock) = free, then (; ; stm) is the only local con-
guration in T representing the execution of a synchronized method of by a
thread not in the wait or noti ed sets of . Furthermore, the callee observation
sets ( )(lock) = ( o;1), and thus the required property holds. In the second
case, using the fact that the callee con guration is on top ofits stack, the callee
observation changes ( )(lock)=( o;n)to ( )(lock)=( o;n+1), and we get
the property by Lemma 6 and by induction.

Case: Call monitor
Similarly to the case Call , for 2 dom( ) also 2 dom( ), and if is not
the callee object, then the property holds by induction. In the case of the non-
synchronized notify- and notifyAll-methods, none of the concerned variables or
predicates are touched, and thus the property holds by indution again. So let
2 T be the executing thread invoking the non-synchronizedwvait-method of

The antecedentowns( # prog; ) implies by induction ( )(lock)=( o;n),
where ( o; o;Stmg) is the deepest con guration in the stack and n is the
number of its synchronized method invocations in . Furthermore, since does
not yet execute await-method prior to the call, from 2 wait(T # prog; ) [
noti ed (T # prog; ) we conclude by induction that ¢ is contained neither in
wait or in notied of in

The execution places the thread into 's wait set and, since at most one
thread can own a lock at a time, it gives the lock of free, i.e., we have owns(T #
prog; ). The corresponding callee observation extends ( )(wait) with ( o;n),
and sets the lock-value of to free. Thus the case follows by induction.

Case: Return
Assume 2 dom( )= dom( ). If is not the callee object, or if the invoked
method is non-synchronized, then the property holds direcly by induction. So
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let 2 T be the thread of ¢ returning from a synchronized method of ; we
denote the thread after execution by °2 T.

Since thewait-method is terminated by a syntactically di erent returngetiock -
statement, is neither in the wait nor in the noti ed set of , and we get by
de nition owns( # prog; ) prior to execution. If the given method is the only
synchronized method of executed by , then in the successor con guration
: owns( °# prog; ), and from the invariant property that at most one thread can
own a lock at a time we imply : owns(T # prog; ). Otherwise, if has reentrant
synchronized method invocations in , then the thread doesn't give the lock free
upon return, i.e., in the successor state we still haveowns( °# prog; ).

Using owns( # prog; ), we get by induction ( )(lock) = ( o;n), wheren
is the number of invocations of synchronized methods of by . The auxiliary
variable lock of is set by the callee augmentation tofree, if n = 1, and to
( o;n 1), otherwise. Since the auxiliary variableswait and noti ed are not
touched, the property follows by induction.

Case:Return it
Assume that the thread 2 T of an object g is returning from the wait-method
of 2 dom( )= dom( ); we denote the thread after execution by °2 T.

The semantics assures owns(T # prog; ) and by de nition 2 notied (T #
prog; ). We get by induction ( )(lock) = free and ( o;n) 2 ( )(notied),
where n is the number of invocations of synchronized methods of by . After
returning, the thread gets removed from the noti ed -set of and gathers the
lock of ,i.e., °Znotied (T #prog; ) and owns( °# prog; ).

The augmentation of the wait-method removes ( o;n) from ( )(notied);
from the uniqueness of the representation follows o 6 for all (;m) 2

( )(noti ed). Furthermore, the observation sets the lock of to ( o;n), by
which we get the required property. u

Proof (of Lemma 8). Straightforward by the de nition of augmentation. u

B.2.2 Proof of the soundness theorem

Proof (of the soundness Theorem 1)We proceed by induction on the length of
the computation, simultaneously for all parts of De nition 6.

For the initial case let dom( o) = f g, o( )= N [this7! ], o= , [thread7! ],
and let iy, = &i!stm be the main statement. Then the initial con guration
Hr® Qi of the proof outline satis es the following: § = o[y 2 7' [&]°" ) °1,
and for the stack we haveT{= f(; &stm)gwith 9= o[y 7' [l ) °1.
Let ! be a logical environment referring only to values existingm . As in
o there exists exactly one object being in its initial instance state, we have

I[z7' ], o Fo InitState(z) ~82% z%null _ z=2°;
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wherez is of the type of the main class, andz®is a logical variable of type Object
Using the initial correctness condition we get

z7' ], o Fc (Gl MP3(2) " 1(2)) fobs finit
with | the class invariant of
fint = [this; (null; 0; null)=thread callef[Init(t)=4 ; and
fobs = [E2(2)=z:%]:

Applying Lemma 2, we get for the global invariant ! ¢ § Fg GI for ! © =
Fz7! Q7! #)]. Since GI may not contain free logical variables, its value
does not depend on the logical environment, and thereforé, =g Gl .

Similarly for the local property ps = pre(stm), we get with Lemma 2 that
1% 9L P3. With Lemma 3 we get! % 9( ); L pre(stm). Since pre(stm)
does not contain free logical variables, we get nally!; §( ); JEL pre(stm).
Part 3 is analogous.

For the inductive step, assumehTy; oi! hT; i'h T; isuchthathl; i
satis es the conditions of De nition 6. Let ! be a logical environment referring
only to values existing in . We distinguish on the kind of the computation step
hr; ith T; i.

Case: ASSinst » ASSjoc

Note that signaling is represented in proof outlines by auxiiary assignments,
thus this case covers also the ruleSignal , SignalAll , and Signal g . Note
furthermore that this case does not cover observations of aomunication or
object creation.

Let the last computation step be the execution of an assignmat in the local
conguration ( ; 1;¥:= €;stmy) 2 T resulting in (; 1;stm;) 2 T. According
to the semantics, 1 = 1[y7'[elc' ’ ‘1and = [:y 7'[elc" ) '1.

Since assignments, that does not observe object creation @ommunication,
don't change the values of variables occurring inGl , part (2) is satis ed.

For part (1), assume (; 2;stmy) 2 T.If (; 2;stmy) =( ; 1;stmy) is the
executing local con guration, then by induction !; ( ); 1 FL pre(y:= €). The
local correctness condition implies that!; ( ); 1 FL pre(stmq)[e=3]. Using the
properties of the local substitution formulated in Lemma 1 we get!; ( ); 1 FL

pre(stmy).
If otherwise (; »2;stmy) is not the executing local con guration, then it
is contained in T. If 6 , i.e., the execution didn't take place in , then

()= (),andthus!; ( ); 2 FL pre(stmy) by induction. Otherwise let
be 1[t°7! ,(4)], wheret = dom( ») and +°fresh. Then Lemma 6, the induction
assumptions, and the de nition of interleavablemply

o (); EL pre(stmy) » predstm,) ~ interleavablépre(stmy); y = €) ;

and with the interference freedom test we get; ( ); FL preystm,)[e=4]. Us-
ing the substitution Lemma 1 and the fact that, due to the renaming mechanism,
no variables in+° may occur iny, yields!; ( ); 2 FL pre(stmy).
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Part (3) is similar, using the fact that the class invariant m ay contain instance
variables only, and thus its evaluation doesn't depend on tke local state.
Case: Call
Let (; 1;Urt = ep:m(e);my = eitstmy) 2 T be the caller con guration
prior to method invocation, and let (; 1;stmy) 2 T and (; 2;stmy) 2 T be
the local con gurations of the caller and the callee after excution. Let fur-
thermore ny, = &i' stm, be the invoked method's body and4d its formal pa-
rameters. Then = |[eo]|E( )1 g null. Directly after communication the callee
has the local state 5 = [u?!l[e]IE( )i ']; after the caller observation, the
global state is "= [y 17! |[e1]|E( ); '] and the caller's local state is updated to
1= 1 7! |[e1]|E( )i *]. Finally, the callee observation updates its local state b
2= Mol 71 [e]e! V7] and the global state to = [y, 7! [ex]ol ™.

If the method is synchronized and is the stack of the executing thread inT,
then according to the transition rule : owns(Tnf g # prog; ). Using Lemma 7
and Lemma 6 we get ( )(lock) = free _ thread( ( )(locK)) = 1(thread) and

thus !; g z%lock = free_ threadz%lock) = thread with v = dom( ;) and
L =1[z7! J2°7 w7 1(w)l.

Similarly, =[e]c' ' * implies with Lemma 3 and the de nition of ! that
l, FeEo(2)= 2"

In the following let p; = pre(uet = ep:m(e)), p2 = pre(ys = €1), ps =
post(y1 == €1), th = lgq, o = pre(y. == &), and gz = post(y. := &), where |4 is
the class invariant of the callee. Letl, be caller class invariant. Then we have by
induction I;  FeGl,; () 1FLlps () 1FLlgand!ly () 1FL
p1. Using the lifting lemma the cooperation test for communicéion implies

I Fo (Gl " Ps(2) * QSENIEIZ)="RIE1(2)=z:A][E(2); Init(v) =t/ ¥ ;

where ¥ contains the variables from dom( ;) without the formal parameters
#. Using the lifting lemma again but in the reverse direction and Lemma 2
results !; Fg GI, and thus part (2). Note that in the annotation no free
logical variables occur, and thus the values of assertionsia proof outline do
not depend on the logical environment.

Furthermore, using the same lemmas we get

o)y tFupsl () 2FL @B

Thus part (1) is satis ed for the local con gurations involv ed in the last

computation step. All other con gurations ( ; 3;stmg) in T are also inT. If
6 and 6 ,then ()= (), andthus!; (); s FL pre(stms) by

induction.

Assume next = and 6 , andlet be [¥7! 3(%)], where v =
dom( 3). Then Lemma 6, the induction assumptions, and the de nition of the
assertion interleavableimply with the interference freedom test!; ( ); FL
pre%(stms)[e;=3]. The substitution Lemma 1 and the fact that, due to the re-
naming mechanism, no local variables im® occur in ¥, yield !; ~( ); 3 FL
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pre(stms). Now, since 6 , the callee observation also does not change the
caller's instance state, and we have ( ) = (). Thus we get!; ( ); 3 FL
pre(stms).

Thecase = and 6 is similar. Communication and caller observation
do not change the instance state of ,i.e., ( ) =" ( ). The interference freedom
test results I; A( ); FL predstms)[ex=y] with = ~,[x°7! 3(¥)]. Due to
the renaming mechanism, we conclude with the local substittion lemma that
Lo(); FuLpreYstmz)with (¥) = 3(v),andthus!; ( ); 3L pre(stms).

For the last case = = note that, according to the restrictions on
the augmentation, the caller may not change the instance st&e. Thus the same
arguments asfor = and 6 apply. l.e., part (1) is satis ed.

Part (3) is analogous: Let | be the class invariant of . The interference
freedom test implies!; ( ); 1 F. |. Sincel may contain instance variables
only, its evaluation doesn't depend on the local state. Sinlarly for the callee,
I (); 2 FL |. The state of other objects is not changed in the last computa
tion step, and we get the required property.

Case:Call g , Call kP

These cases are analogous to the above one, where we addiitip need!; Fg

: z%started and !; ¢ z%started, resp., to be able to apply the cooperation
test. The above properties result from the transition antecedents: started(T; )

and started(T; ), resp., using Lemma 8 and! (z9 =

Case:Call monitor
As above, where!; g threadz%lock) = thread is implied by the transition
antecedentowns( # prog; ) and Lemma 6.

Case: Return

This case is analogous to theCall case, where we de neay as the precondition of
the corresponding return statement instead of the class inariant. The additional
requirement!; g Eo(z) = z°* +°= E(z) of the cooperation test results from
the fact that the values of formal parameters may not change dring method
execution, and that the method invocation statements may nd contain instance
variables, so that the values of the formal parameters and tk expressions in the
method invocation statement are untouched during the exection of the invoked
method.

For the application of the interference freedom test, to shav the validity of
the interleavablepredicate, we use the fact that the assertionpre(stms) neither
describes the caller nor the callee, since the correspondjriocal con guration is
not involved in the execution.

Case:Return yn
Similar to the return case.

Case:Return it

In this case the antecedent: owns(T # prog; ) of the transition rule together
with Lemma 7 imply !; ¢ z%lock= free Furthermore, the executing thread
is in the noti ed set prior to execution, and the same lemma yields that the
executing thread is registered in ( )(notied), i.e.,!; ¢ thread2 z%noti ed.
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Case: New

Let (; 1;u := new,hy; := ejitstmy) 2 T be the local con guration of the
executing thread prior to object creation, and (; 1;stm;) 2 T after it. Ob-
ject creation updates the global state to = [ 7! It [this7! ]], where =2
dom( ); the executing thread's local state gets updated to £ = 3[u7! ].

MM

After observation we have 1 = "y 7![ei]g ] and for the global state
=~y T ede L

In the following let py = pre(u := new), p2 = pre(y1 := €1), and p3 =
post(y1 := €1). Then we have by induction!; g Gl and!; ( ); 1 FL
pr* |, wherel is the class invariant of the creator . Using the lifting lemma
we get!l; FEg Gl M Py(z) M 1(2) for ! = 1[z7! [\ 7! 1(w)] and v the
variables from the domain of ;. With Lemma 4 ! [z°7! dom( )]J[u7! ], Fe
(Gl ~ (9u: P1(2)) ~ 1 (2)) #z% Note that GI may not contain free logical vari-
ables, and thus its evaluation does not depend on the logicanvironment. Since
the newly created object with a fresh identity is in its initi al instance state,
I [z2°7' dom( )J[u7! 1;” E g Fresiz%u). Thus

'u7! ;" Ecz6 null”9z% Fresi{z® u) » (GI 9 u: P1(2)) #2°:
The cooperation test for object creation implies

U7t L7 Fo lnew(u) ™ (Gl 7~ P3(2))[Ex(2)=2:3] ;

wherel ., is the class invariant of the new object. Using the lifting lemma again
but in the reverse direction and Lemma 2 results!; g Gl , and thus part (2).
Note that in the annotation no free logical variables occur,and thus the values
of assertions do not depend on the logical environment.

Furthermore, using the substitution lemmas we get

L () 1FLPps
L (), FLInew

for all . For the class invariant of the executing thread, the interference freedom
test implies!; ( ); 1 FL |, wherel is the class invariant of . Sincel may

contain instance variables only, its evaluation doesn't dpend on the local state,
and the required property holds. The state of other objects mt involved in the

last step is not changed in the last computation step, and par (3) is satis ed.

Furthermore, part (1) is satis ed for the local con guratio n involved in the
last computation step. All other con gurations ( ; 2;stmy) in T are also inT
and 6 .If 6 ,then ()= (), andthus!; (); 2 FL pre(stmy) by
induction.

Assume now = , andlet be A[°7! »(¥)], where ¥ = dom( ). Then,
since ( ) =" ( ), Lemma 6, the induction assumptions, and the de nition of
interleavablémply with the interference freedomtest!; ( ); F. predstmy)[e=w].
The substitution Lemma 1 and the fact that, due to the renaming mechanism,
no local variables in+° occur in ¥, yields!; ( ); 2 FL pre(stm,). lL.e., part (1)
is satis ed.
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Proof (of the soundness Corollary 1). The proof is straightforward using the
soundness Lemma 1.

B.3 Completeness

The following lemma states that the variable loc indeed stores the current control
point of a thread:

Lemma 12. LethT; i be areachable con guration of prog and assume(; ; stm) 2
T. Then (loc) stm.

Proof (of Lemma 12). Straightforward by the de nition of augmentation. u
Proof (of the local merging Lemma 9).Let be given two computationshTyp; oi! HTy; qi
and hTg; oi! hT,; i of prog® and assume ( ; stm) 2 Ty with 2 dom( 1)\

dom( 2)and 1( )(hinst )= 2( )(hinst ). We prove (; ; stm) 2 T, by induction
over the sum of the length of the computations.

In the initial case both T; and T, contain the same single initial local con-
guration, and thus the property holds.

For the inductive case, lethT{; 1i!'h Tqi; 11 andhly; 2l h Ty, 5i be
the last steps of the computations. The augmentation de nition implies that
each computation step appends at most one element to the inanhce history
of . If 1( )hinst) = 1( )(hinst ), then, by the de nition of the augmenta-
tion, hTy; 1i ! h  Typ; i did not execute in , i.e., (;; stm) 2 Ti, and the
property follows by induction. The case for 2( )(hnst ) =  2( )(hingt ) is anal-
ogous. Thus assume in the following 1( )(hinst ) = 1( )(hinst ) ( g 1) and

2( )(hinst) = 2( )(hinst) ( i2nst; 2)- From 1( )(hinst) = 2( )(hinst) we
conclude that 1( )(hinst ) = 2( )(hinst) @nd ( g3 1) = ( fists 2)-

Since 1( ) hinst ) 8 1( )(hinst ), the computation step hTy; 1i'h Ty qi
executed some statements in . If there is only one local con guration in
that was involved in the step, then the augmentation de niti on and the local
substitution lemma imply that its resulting local con gura tion in Ty is given
by (; 1;stmg) with stm;  1(loc). From ( %y ; 1) = ( 2 2) We conclude
that the same local con guration executed inhTy; »i ! h  T,; »i. Thus, either
(;; stm) 2 Ty is the executing con guration (; 1;stm;) and then it is also in
T,, or not, and then it is in Ty, by induction in T,, and since it wasn't involved
in the execution hT,; ,i'h Ty; »i, alsoinTs.

If otherwise there are two local con gurations in  involved in HTy; 1i!
hT1; 1i, then ( i ; 1) species the callee's local con guration for communica-
tion. However, due to the built-in auxiliary variables, the identity of the caller
local con guration is also stored in ;. In the case of a method invocation, the
identity of the caller local con guration is uniquely speci ed by the formal pa-
rameter caller of the callee. The caller con guration is in T1, and by induction
in T,. Furthermore, since there are no two local con gurations wth the same
identity in a reachable con guration, both steps execute in the same instance
local con guration.
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Thus, either (; ; stm) 2 T; is one of the executing con gurations and then
it is also in T, or not, and then it is in Ty, by induction in T,, and since it wasn't
involved in the execution, also inT,. u

Proof (of the global merging Lemma 10).Let the con gurations hry; ii and
hT,; »i be reachable and let 2 dom( ;)\ dom( ;) satisfying 1( )(hcomm ) =
2( )(heomm )- We show that there exists a reachablehl; i with dom( ) =
dom( 2), ()= 1( ),and ()= »o( )forall 2 dom( 2)nf g. We proceed

by induction on the sum of the lengths of the computations.

In the base case we are givehT;; 1i = hlp; »i and the property trivially
holds.

For the inductive step, let hTy; 1i'h Ty, 1i andhlp; 2ilh Ty 2i be
the last steps of the computations.

If =2 dom( ;) or =2 dom( ;),then was created in one of the last steps,
and thus 1( )(hcomm ) = 2( )(hcomm ) = . That means, no methods of were
involved yet, i.e., isinitsinitial instance state 1( )= »( )= Mt [this7! ];
in this casehT,; .i already satis es the requirements. Assume in the following

2 dom( 1)\ dom( »).

We distinguish whether the last computation steps update the communica-

tion history of  or not.

Case: 1( )(hcomm )= 1( )(hcomm )

In this case hTy; 1i ! h  Ti; 1i doesn't execute any non-self communication

or object creation in . By induction there is a computation hTp; oi! hT; i

leading to a con guration such that ( )= 1( )and ()= () for all
2 dom( ,)nf g@.

In casehly; 1i'h Ty; 1i does not executein atall,i.e.,, 1( )= 1( ),
then HT; i already satis es the requirements.

Otherwise, the local con gurations in Ty which execute in and which are
involved in the computation step hly; 1i ! h  Ty; i are by the local merg-
ing Lemma 9 also inT. Furthermore, from 1( )(hcomm ) = 1( )(hcomm ) we
conclude that they don't execute any non-self communicatio or object creation,
and thus their enabledness and e ect depends only on the insince state of . We
conclude that the same computation as inhTy; i !'h Tj; ;i can be executed
in hT; i, leading to a reachable global con guration satisfying therequirements.

Case: 2( )(hcomm )= 2( )(hcomm )
In this casehT,; »i ! h Ty, »i does not execute any non-self communication
or object creation involving . By induction, there is a reachablehT; i with
()= 1()and ()= o )forall 2 dom( 2)nf g.
If Ty; i ' h Ty, 2i performs a step within , then, according to the case
assumption, it executes exclusively within . This means, ,( )= ,( ) for all
2 dom( 2)nf g, and hT; i already satis es the required properties.
If otherwise hT,; i ' h Ts; »i does not execute in , then all local con-
gurations in T,, executing in an object dierent from , are also inT; this
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follows from ,( )= () forall 2 dom( 2)nf g, and with the help of the
local merging Lemma 9 applied tohT; i and hT,; »i. The enabledness of local
con gurations, whose execution does not involve , are independent of the in-
stance state of ; furthermore, the e ect of their execution neither in uenc es the
instance state of nor depends on it. Thus inhT; i we can execute the same
computation steps as inhl,; 2i ! h  T,; 2i, leading to a reachable con gura-
tion with the required properties.

Case: 1( )(hcomm) & 1( )(hcomm ) @and 2( )(hcomm ) & 2( )(Ncomm )

In this case nally both hTy; i ' h Ti; 10 and hTy; 2i ' h T, »i execute

some object creation or non-self communication in . We show that in this case
1( )(hcomm ) = 2( )(hcomm ) implies also 1( )(hcomm ) = 2( )(Nhcomm ), and

thus by induction there is a computation leading to a con guration hT; i such

that dom( )= dom( 2), ( )= 1( ),and ( )= »( ) for all other objects
2 dom( 2)nf g.

Furthermore, combining those local con gurations involved in HTy; qi !
hT1; 1i which execute within  with those in hT,; i ! h T,; »i which execute
outside , we can de ne a computationhT; i'h T; isuchthat ( )= 1( )
and ( )= 2( ) for all other objects 2 dom( )nf g.

The case assumptions imply, that the last elements of the communication
histories 1( )(hcomm ) @and 2( )(hcomm ) were appended in the last computation
steps; 1( )(hcomm )= 2( )(hcomm ) imply that the last elements are equal.

According to the augmentation, each computation step extemls the commu-
nication history of  with at most one element. Thus we get 1( )(hecomm ) =

2( )(heomm ), @and by induction there is a reachablehl; i with dom( ) =
dom( 2), ()= 1( ),and ()= o( )forall 2 dom( 2)nf g.

Note that the last elements of the communication histories 1( )(hcomm )
and 2( )(hcomm ) record the kind of execution, and so we know that both steps
execute the same kind of communication in . Furthermore, the last elements
record also the identity of the local con guration executing in , the communi-
cation partner of , and the communicated values, which are consequently also
equal.

We distinguish on the kind of the computation step iTy; 1i!h  Ty; i

Subcase: New

In this case 1( )(hcomm ) = 1( )(heomm ) (; null;(new ; thread )), where
thread is the identity of the creator thread as specied by its local variable
thread and is the newly created object.

From the preliminary observations we conclude thathl,; 2i ! h  Ty; »i
creates the same new object being in the same initial state; furthermore, it
leaves the states of all objects frordom( ,)nf g untouched.

As ()= 1( ), the local merging Lemma 9 implies that the local con g-
uration of the creator in T; is also contained inT. Thus, since 2 dom( ;) =
dom( ), the same computation step as inhTy; 1i ! h  Ti; i can be executed
also in hT; i, leading to a reachable con guration hT; i with Val Objem( ) =
Val et ) [f g = Val®™*e( ) [f g = Val®®(p), ()= 1) and

()= ()= 20)= 20)forall 2 dom( )nf g. Finally, for the newly
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created object we have ()= ()= [ [this7! ], andthus ( )= ()
forall 2 dom( ,)nf g.

Subcase: Call

Assume rst that is the caller object and 6  the callee. According to
the preliminary observations, alsohly; i ! h T,; »i executes the invocation
of the same method of , where is the caller and the callee. Furthermore,
by the local merging lemma, the caller local con guration from T, is also in
T, and its execution is also enabled inT; i. The last property holds also for
synchronized and monitor methods, since the invocation ofthe same method of

by the same thread is enabled inhT,; ,i,and 2( )= ().

Thus the caller local con guration from T; can execute the method invoca-
tion in hT; i, leading to a reachable con guration hT; i with ( ) = 1( ).
Furthermore, hT; i'h T; iandhl,; 2i'h T, ,i execute the same callee
observation in the same instance state ,( ) = ( ) and the same initial local
state after the communication of the same actual parameter alues, and thus

() = 2( ). The states of other objects are not touched, and thushr; i
satis es the required properties.

Similarly, if the callee object is , then the same caller local con guration as
in Ty; 2i'h Ty; »i can execute inhT; i leading to a reachable con guration
satisfying the requirements.

Subcase: Return
This case is analogous to the above case f@all . The computation hT; i!
hT; i is constructed from the execution of the local con gurationin  which ex-
ecutes inhly; 1i'h Ty; 1i, together with the execution of the communication
partner of which executes inhT,; 2i'h Ty 2.

u

Lemma 13 (Initial correctness). The proof outline prog? satis es the initial
conditions of De nition 1.

Proof (of Lemma 13). Let g be a global state withdom( ¢)=f gand o( )=
Init [this7! 1, let tpag* hy2 := €i'fpsgStm be the main statement with local
variablesv, and let | be the class invariant of the main class. Then the initial con
guration HT; Ji of the proof outline prog®satises 3= o[y 2 7' [&1°"  °1,
andT9= f(; J;stm)gwiththe local state ode nedby ,, [thread7! ][caller7!(null;0;null)]
and with = o[y 7' [e]¢ ) °.
We have to show for arbitrary 2 and! 2 referring only to values

existing in , that

I Fg 8z: InitState(z) * (82% z°= null_z = 29 !
P2(z) finit (Gl " P3(2) " 1(2)) fobs finit

where z is of the type of the main class,z° of type Object and wheref; =
[z; (null; 0; null)=thread callef[Init(v)=¥] and f ops = [ E2(2)=2:%].
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So letv02 ValMan We observe that

I [z7'V9; E¢ InitState(z) 82z% z°= null_ z°= z

implies that is the initial global state o de ning exactly one existing object
I (z) = Dbeing inits initial instance state. We start transforming t he right-hand
side using the substitution Lemmas 2 and 3:

[P2(2)[z; (null; 0; null) =thread callef[Init(v)=v]5* " » °
= [P2(2)[z; (null, 0; null)=thread callef][* " v ™ "t o
- |[P2(Z)]|! [z7' ¥ 7 Init(w)][thread 7! 1; o

G
- |[p2]|t o )i o

which evaluates totrue, since therun-method of the main class is initially invoked
in the given context.

For the global invariant we get similarly

[GI [E2(2)=z:3](z; (null; 0; null)=thread called[Init(v)=w]> " 1 °
=[Gl [EZ(Z):Z:’NQ]]I!G[Z 70 ¥ 7! Init(v)][thread 7! ]; o
=[ellg"
=[ell; ¢
for some logical environment! ©. In the last step we used the restriction that the
global invariant may not contain free logical variables. The step before made use

of the following equation for E,(z), which we get using Lemma 3 and with the
fact that e, does not contain logical variables:

I[EZ(Z)]I!G[Z 70 Qv 7! Init(v)][thread 7! ]; o - I[ez[Z:thiS]]I!G[Z 70 Qv 7! Init(v)][thread 7! ]; o
_ I[ez]ll [z7! Qv 7! Init(w)][thread 7! ]; o( ); o
- G

O;o();o:

=[els

SincehT$; i is reachable, the initial condition for the global invariant is satis-
ed. The cases forps and | are similar to that of Gl , where we additionally use

the lifting substitution Lemma 3 to show that [ P(z)]|!GO; S = |[p]|!LO; 80 )i g. wu

Lemma 14 (Local correctness).  The proof outline prog® satis es the condi-
tions of local correctness from De nition 2.

Proof (of Lemma 14). Let ¢ be a class ofprog® ! 2 inst 2 inst , and
2 joc With g (this) = . Assume an assignmentpig¥ := €fppg in ¢ with
class invariant | . We have to show that

5 inst j:L plAI ! p2[e:ﬂ: (10)
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From !; & FL pre(y := €) it follows that there is a reachable hT; i
with () = . and (; ;¥ = €stm) 2 T. Executing the local con gu-
ration in hT; i leads to a reachable global con gurationhT; i with () =

nst Y7 [ele™ 1and (; [y7'[elg™ " ];stm) 2 T. Thus by the de nition of
the annotation for prog® we have

b s [y 7UEEle™ T [y 7' ele™ ' 15 post(y = €) ;

and further with the substitution Lemma 1

L st FEL PoSt(y = €)[e=H;

as required. u

Lemma 15 (Interference freedom). The proof outline progP satis es the con-
ditions for interference freedom from De nition 3.

Proof (of Lemma 15). Assume an arbitrary assignmenty := € with precondition
p in classc with class invariant |, and an arbitrary assertion g at a control point
in the same class. We show the veri cation condition from Equation (5) on
page 34

Lomsts FL P” A1~ interleavablég; y:= €) ! qle=y]; (11)

for some logical environment! together with some instance and local states ;,;
and , where ° denotesq with all local variables u replaced by some fresh local
variables u®.

Let = . (this). The rstclause !; ;4 ; FL pimplies that there exists
a computation reaching hTp; i with ,( ) = ;. , and an enabled con gura-
tion (; pistmy;stmd) 2 Ty, where stm, is y := e if the assignment does not
observe method call or object creation, and the correspondig communication
statement with its observation otherwise. The local state ,, is if stm, does not
receive any values. Otherwise , = [t47! %], where 4 are the variables storing
the received values andv some value sequence, such that the local con guration
is enabled to receive the values (t). If pis the precondition of a method body,
then additionally (w) = Init(w) for the sequencew of local variables in p that
are not formal parameters.

From !; ,.«; FL o we get by renaming back the local variables that
Loinsts CFEL qfor Qu) = (u9 for all local variables u in g. Let q be the
precondition of the statement stmgy. Note that ¢ is an assertion at a control
point. Applying the annotation de nition we conclude that t here is a reachable
HTg; qf with () = s = p( ) and (; ©stmgstmd) 2 T, The local
merging Lemma 9 implies that (; % stmg;stmg) 2 Tp.

Let hl,; pi result from hT,; i by executing the enabled local con gura-
tion ( ; p;stmp;stmg). If the local con guration is the caller part in a self-
communication, then, due to the restriction on the augmentaion, [€=%] does not
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substitute any instance variables. Thus, due to the renamimg mechanism,qle=4]
equalsd®, and thus !; o FL oTe=y.

Otherwise, if (; p;stmp;stmg) doesn't represent the caller part in a self-
communication, then p( )= 5 [¥7! [e]lE‘"S‘; ]. Note that for self-communication,
the caller part does not change the instance state. Thus the mly update of
the instance state of is given by the e ect of ¥ := e. From the assumption
I nst: FL interleavabléq;y = €) we get that (; & stmq;stmg) cannot be
the communication partner of (; p;stmp;stmd), and thus (; % stmg; stm) 2
Tp.
We get!; . [¥7! |[e]|E‘”5’; I; °FL a, and after renaming the local variables
ofgalso!; . [¥7! |[e]|Ei”S‘; I EL 9 Finally, by the substitution Lemma 1 we
get the required property !; .« ; FL qJe=3. Note that due to renaming, no
local variables of® occur in y, and thus (u® = [y 7![e]lc" " 1(u9 for all local
variablesu in q.

Validity of the veri cation condition 4 for the class invari ant is similar, where
we additionally use the fact the the class invariant refers b instance variables
only. 9]

Lemma 16 (Cooperation test: Communication). The proof outline prog°
satis es the veri cation conditions of the cooperation test for communication of
De nition 4.

Proof (of Lemma 16). We distinguish on the kind of communication starting
with the veri cation condition for synchronized method inv ocation.

Case: Call

Let fpigUret = €:M(€); fp2g Yy = €1itfpsg® be a statement in a classc of
prog® with ey 2 Expgo, where method m 2 f start; wait; notify; notifyAllg of c® is
synchronized with body g Yy, = €i'fggg Stm, formal parameters 4, local
variables without the formal parameters given by v, and let @ = I be the
callee class invariant. Assume

I, Eo Gl »Py(2)» Q29 » communicating* z 6 null z°6 null

for distinct and fresh z 2 LVar ¢ and z°2 LVar ¢°, and where communicating=
Eo(z) = z9 (z%lock= free_threadz%lock) = thread). Note that for completeness
we don't need the information stored in the caller class invaiant. By de nition
of the global invariant, the assumption !; ¢ Gl implies that there exists a
reachablehT; i with

dom( )= dom( )and ( )(hcomm )= ( )(hcomm ) forall 2 dom( ):

Assuming! (z) = ascalleridentity, !; Fg Pi(z)implies!; (); 1 FL p1by
the substitution Lemma 3, for some local state ; with 1(u) = ! (u) for all local
variables u occurring in p;. By the annotation de nition there exists a reachable
con guration hly; i such that

1()= ()and(; 1;Upet = e:m(e);ny; = €19t stmy) 2 Ty :
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Recall that ( )(hcomm) = ( )(heomm ) for all 2 dom( ), and especially
for the caller ( )(hcomm) = ( )(hcomm) = 1( )(hcomm ). Using the global
merging Lemma 10 applied tohT,; 1i and hT; i we get that there is a reachable
hr% 9 with dom( % = dom( ) and

)= 1()and Y )= ()foral 2 dom( )nf g:

Furthermore, (; 1;Uret = €:M(€);hyy == &itstmy) 2 Ty, ()= U ), and
the local merging Lemma 9 implies that

(; 1iUmet = €om(e); nyr = it stmy) 2 T

Let = 1(z9 be the callee object. In case of a self-call, i.e., for = , we di-
rectly get that hiT% ¢ = KT® 9 is a reachable con guration such that °¢ ) =
(), °U)heomm) = ( )heomm ) for all 2 dom( ), and (; 1;Uwt :=

€o:m(e); hyy ;= €gitstmy) 2 T®

Otherwise, the assumption!; Fg l0(z% implies!; ( ); 2 FL |co for some
local state ;. Note that the class invariant contains instance variables only. By
de nition of the class invariant, there is a reachable globd con guration hl,; i
such that

20)= ():

We need to fall back upon the two merging lemmas once more to dghin a com-
mon reachable con guration: Analogously to the caller part, the global merging
Lemma 10 applied tohT,; »i and iT% 9 yields that there is a reachable con-
guration HT% % with dom( % = dom( 9 and

RN y)y= ,()and R )= 9 )foral 2dom( I)nf g:

Furthermore, (; 1;Uret := €:m(€);my := €1itstmy) 2 T % )= 9 ), and
the local merging Lemma 9 implies (; 1;Urwt = €:m(€); hy = €1itstmy) 2
T
Thus KT 9§ is a reachable con guration with °C ) = (), %)
(), °U)heomm) = ( Nheomm ) for all 2 dom( ), and (; 1;Uret
eo:m(€); hyy == €pitstmy) 2 T
With the antecedent !; ¢ z%lock = free_ threadz%lock) = thread of the
cooperation test we get ( )(locK) = free_thread( ( )(lockK) = 1(thread). With
()= ° )andLemma 7 we get: owns(T%f g; ), where is the stack with

(; 17Ut = eg:m(€);hyy = €itstmy) on top. Furthermore, !; g comm

implies !; Fg Eo(z) = 2% and by the lifting substitution lemma |[eo]|E( 1=
00 .

[eole ()in =y (z9 = . This means, the invocation of methodm of is enabled

in the local con guration ( ; 1;Uret := €:M(€); hy1 := €1it stmy) in KT 0F,
The de nition of the augmentation, and ° )= ( ) gives

Lo() 1FL p2;
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which by the substitution Lemma 3 and with the de nition of ; yields!; Fg
P2(z). Due to the renaming mechanism we get

L FoePaAz) feomm

for f omm = [E(2); Init(v)=tf 47| For the precondition of the method body, the
annotation de nition implies

L () ™mFL®

with A = [B7! [e]IE( )i ']. For the actual parameters we obtain by the sub-

stitution Lemma 3 [E(2)]% = [ell ‘' * = [e]lc" »' *, and further with the
same lemma

I Fe QAZIE(2); Init(v)=tf, ¥

as required by the cooperation test.

Directly after communication we have a global con guration with still the
same globaloosta_te 00 The caller observation evolves its own Ioocoal ;tate to, =
17 ede ) '], and the global state to A= 9y ; 71 [e e ¢ ) *]. Finally,
the callee observation changes the global state to =~ [ :y » 7! |[e2]|;( );AZ], where
its own local state is updated to > = [y 7!|[e2]|;( );Az]. According to the

annotation de nition we get

Lo()aFupss 5 () 2FL ;s and ) FgGl:
Let! = ! 07! Init (W][+°7! el 7 1y 7' [eade’ ' 10 7! [€91C ) 2], The lift-
ing lemma implies!; Fg Gl » P3(2) * Q3(z9%; with the global substitution
lemma nally

I Fo (Gl ~ Py(2) * QSENIEI(Z)=2>RIE1(2)=z:m][E (2); Init(v)=tF + ;

and thus the cooperation test is satis ed for the invocation of synchronous meth-
ods.

The case for non-synchronized methods is analogous, wherbe antecedent
z%lock = free_ threadz%lock) = threadis dropped.

Case: Call monitor

This case is similar to the above one ofCall , where for the invocation of a
method m 2 f wait; notify; notifyAllg, the assertion comm is given by Eq(z) =
297 thread(z%locK) = thread, implying owns( ; ) for the caller thread and the
callee object .

Case:Call iart

Enabledness of starting the thread of an object requires: started(T% ). Due
to the de nition of comm we have additionally !; ¢ : z%started which
implies: %Y )(started). We get enabledness by Lemma 8 assuringtarted(T% )
i 90 )(started).
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. skip
Case:Call i _
skip

The enabledness argument is similar forCall " , where we use!; ® g
z%started to imply the enabledness predicatestarted(T% ).

Case: Return

For return, the construction of HT% 9% is similar, where we get instead of the
enabledness of the caller that the callee con guration (; »;returnee ;hys =
&i1)is in T 99 and thus enabled to execute.

Case:Return it
In this case we additionally have to show: owns(T% ), which we get from the
commassertion implying!; g z%lock= freeand using Lemma 7.

Case:Return
Since the run-method cannot be invoked directly, we conclude that the exe
cuting local con guration is the only one in its stack, i.e., the transition rule
Return ., of the semantics can be applied imiT% % to terminate the callee
(; 2;return;nys ;= €3it).

u

Lemma 17 (Cooperation test: Instantiation). The proof outline prog® sat-
is es the veri cation conditions of the cooperation test for object creation of
De nition 5.

Proof (of Lemma 17). Let tpigU = new;fpeg' hy ;= €1 fpsg be a statement in
classc® of prog® and assume

N AEcz6 nullr z6 unr9z% Fresi{z%u) ~ (Gl 29 u(P1(2)) #2°

with z 2 LVar ¢* and z°2 LVar stobiect fresh. Note that we don't need the class
invariant of the creator for completeness. We show that

N A Eo Pa(z) M e(u)® (Gl A P3(2))[E(2)=2:4 :

Let M(z) = and "(u) = . According to the semantics of assertions we have
that

I, A Eg Fresiiz%u) » (Gl ~"9u: Py(2)) #2°

for some Iogi@l environment! that assigns to z° a sequence of objects from
Val nolf’l'le“(") = _Valjy (*), and agrees on the values of all other variables with
M. The assertionFrest{z% u) is de ned by

InitState(u) » u 622°28v:v2 z° v=u;

\%
where InitState(u) expands tou & null® ;. u:x = Init(x). Thus, I} * Fg
Fresl{z®u) implies that 2 Val®(*) with ~( ) = [t [this7! ], and addi-

tionally ValS%(n)y = 1 (29 [f g. Let be the global state with domain

null
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Val et ) = val % (M )nf gandsuchthat ()= ( )forall 2 Val®*( ).
Then~= [ 7! [Nt [this7! ]], and from
I "Eg (Gl "9u: Py(2)) #2°
we get with Lemma 4
I, Fe Gl "u:Py(2):

By de nition of the annotation, !; ¢ Gl implies that there is a reachable
con guration hly; i such that

dom( 1) = dom( )and 1( )(hcomm )= ( )(heomm ) forall 2 dom( ):
The precondition of the object creation statement
L Foe9u:Py(2)
implies

Fu7tZ]; Fe P1(2)

I Object

for someZzZ 2 Val

( ). Applying the lifting Lemma 3 we get that
L () Fup

for a local state with (u)= Z and (v) = ! (v) for all other local variables v.
By de nition of the annotation, there is a reachable global con guration hT,; »i
such that

2( )= ()and(; ;u:= new,;hy:= eitstm)2 Ty:

Recall that 1( )(hcomm) = ( )(hgomm ) for all 2 dom( ); especially we
have 1( )(hcomm) = ( )(hcomm) = 2( )(hecomm ). Using the global merging
Lemma 10 applied to the reachable global con gurationshl,; »i and hTy; 1i
we get that there is a reachable con gurationhls; 3i with

dom( z)=dom( 1); 3( )= 2(); and 3( )= 1( )forall 2dom( i)nf g

Furthermore, (; ;u := new;ny:= eitstm) 2 To, 2( )= 3( ), and the local
merging Lemma 9 implies that (; ;u := newf;ny:= €i'stm) 2 Ts.

So we know that hT3; 3i is a reachable con guration containing the lo-
cal conguration (; ;u := new;ny := eilstm) 2 Ts. With Val®”( ) =
Val %%t (M)nf g, dom( 1) = dom( ), and dom( 3)=dom( 1) we get that =
dom( 3), i.e., the local con guration is enabled to create the freh object
F(u). With - 3( )= 2( )="( ) we get

LAC)L NFLpes



78 Proofs

where A= [u7! ]; with the lifting Lemma 3 together with the de nition of
this means!; " Fg P2(2), as required in the cooperation test.

Executing the instantiation in the local con guration ( ; ;u := new;ny:=
€i'stm) in hl3; si, creating a new object 2 dom( 3), results in hf's; Asi
with A3 = 5[ 7! [Nt [this7! ]]; executing the creator observation leads to

a reachablehls; 3i with 3 = "3y 7!|[e]|;3( );A] and (; ;stm)in T3 with

= A[,y7| I[e]|;3( );'\]. N
As hT3; 3i is reachable with 3( )= It [this7! ]1="( ) we know

!", A( ); j:L Ic:
As | may not contain local variables, applying the lifting Lemma 3 again with
I (u) = vyields the required condition »* » F ¢ Ic(u) for the class invariant. It

remains to show that
h "Fo (Gl " P3(2))[E(2)=2:4 :

Applying the substitution Lemma 2 and the fact that GI does not contain free
logical variables yields

[Gl [E(2)=zM]1% " =[G 13

with  =~"[y 7! |[E(z)]|g A]. Thus we have to show the existence of a reachable
con guration with a global state de ning the same object domain and com-
munication history values as . The con guration hrlg; 3i satis es the above
requirements, since, rst, it is reachable with

val Object( 3) = Val Object( 3) [_f g= Val Object( 1) [_f g

= Val Object( ) [_f g= val Object(/\) = val Object( ):

Furthermore, s( )="3( )ly7'[ele*' "], and with 23( )= 3( )= 2( )=
A ) and

I[E(Z)]I(V\; = |[e[Z:t|"IiS]]|E\'3 "= |[e]|;( - I[e]|;3( )N :
we get 3( ) = (). For the new object, 3( ) ="3( )= Mt [this7! ]=

inst

A(C )= (). Finally, for all other objects  di erent from both and from
( )(hcomm ).

Similarly for the postcondition ps of the observation,

[Ps2)E@)=zM1% " = [P:(2)]% = [pslz=thisly =[psli O =[paly *

Thus we have to show the existence of a reachable con guratio with a global
state de ning the same instance state for as 3 and containing the local con g-
uration ( ; ; stm). The con guration hl3; 3i satis es the above requirements.

u

Proof (of Theorem 2). Straightforward using the Lemmas 13, 14, 15, 16, and 17.



