
Polymorphic Servicesfor Secure and Context-dependent
VHEs

CarstenLink andNorbertLuttenberger

Inst. f. Informatiku. Prakt.Mathematik
Christian-Albrechts-UniversitätKiel

{cli,nl}@informatik.uni-kiel.de

Abstract. Network servicescanbe classifiedaspublic servicesor privateser-
vices.Public servicesareofferedto the anonymouspublic in thepublic part of
the Internet,whereasprivateservicesareprovided exclusively to selecteduser
groups.Offeringprivateservicesoutsideasecureintranetenvironmentmaycon-
stituteasecurityrisk to theserviceprovider. In thispaper, weproposeto increase
securityby usingdynamicallyinstantiatedproxiesthat basetheir authorization
decisionfor grantingaccessto servicesoncontext informationsuppliedby differ-
entsources.We call theseproxies"polymorphicproxies".Fromtheusers’point
of view, theresultingglobalbehavior is thatof a "polymorphicservice":Though
well-definedandstableserviceinterfacesareused,the serviceitself may show
a situation-dependentbehavior. We presentthe conceptof Virtual Service Net-
works, in which polymorphicservicesareembedded,giving theserviceprovider
distinctcontrolover serviceusage.

1 Intr oduction

In today’s IT environments,usersrely heavily on the accessibilityof a large number
of network services.Theseincludevariouskindsof communicationsservices(e-mail,
WWW, etc.); databaseand businessapplicationservices(with different front-ends);
andotherservices(e.g.telnet,ftp). It is thewish of usersto have theseservicesat their
fingertipsanytime, anywhere, anyhow.

With regardto serviceproviders,network servicescanbeclassifiedaseitherpublic
servicesor private services.Public servicesare offered to the anonymouspublic in
thepublic partof theInternet,whereasprivateservicesareprovidedby organizations,
companiesetc,exclusively to selectedusergroupsinsidetheirintranets.Privateservices
mayin many casesconstituteanimportantpartof theVirtual Home Environment (VHE)
for certaintypesof users.For instance,"nomadic"usersaway from theirhomelocation
appreciatethe integrationof privateservicesinto their VHE, asdo virtual enterprise
staff when working in different intranetenvironments.It is the aim of this paperto
outlineaconceptfor resolvingtheconflictbetweenuserdemands,ontheonehand,and
providersecurityconstraintson theother. We proposethetwo following measures:

– Privateservicesshouldgenerallybeinvisibleuntil usersareauthenticated.Invisible
servicesarenot exposedto attacks.



– When–afterauthentication–auseris goingto beauthorizedto useaprivateservice,
the user’s actualsituationshouldbe taken into account."Situation" includes,for
instance,place,time, network attachment,andso on. For example:it may not be
acceptableto grantaccessto anftp-server’sconfidentialsectionwhentherequest-
ing useris in apublic Internetcafe,but thesameaccessrequestis grantedwhenthe
useris in theintranetof a cooperatingcompany.

Thesecondpoint impliesa strict separationbetweenauthenticationandauthorization.
This strict separationis foundedon a novel conceptfor providing network services
which we call polymorphic services. Polymorphicservicesare embeddedin Virtual
Service Networks (VSNs), a term denotingan infrastructurefor secureand context-
dependentVHEs.

The paperis organizedas follows: In the following section,the generalconcept
behindpolymorphicservicesis explained.Then,theseservicesarepresentedin more
detail,includingsomeimplementationaspects.In Section4, thedefinitionandstructure
of VSNsiselaborated.In Section5,approacheswith asimilarbackgroundareanalyzed.
Thepapercloseswith anconclusions.

2 Concept

Today, it is commonpracticeto install firewall systemsat the borderbetweenpublic
Internetand private intranetto control incoming and outgoingtraffic. Controlling is
doneatthepacket/transportlayer(packetfilters)or/andattheserviceslayer(application
level gateways).To restricttheaccessto privateservices,it is preferableto install traffic
controlat theserviceslayerfor thefollowing reasons:

– In distributedsystems,subjectsget accessto (information)objectssolelyvia net-
work services.Thereforetheserviceslayeris the"natural"point of control.

– A generaldefinitionof what"secure"meanscannotbegiven.Instead,securitymust
bedefinedspecificallyfor eachserviceandits individually relatedobjects.

– Serviceslayertraffic controlcanbemoreeasilyalignedwith anauthorizationpro-
cedurethatconsiderstherequestingsubject’sactualsituation.Thisenablestheim-
plementationof theleast-privilege-principleaspromotedalreadyin 1975bySaltzer
andSchroeder[6].

"Classical"applicationlevelgatewaysarestaticallyinstalledandconfiguredproxyservers
thatdo not considertherequestingsubject’s actualsituation.In this paper, we propose
to usedynamicallyinstantiatedproxiesinstead,that (partly) basetheir authorization
decisionon context informationassuppliedby differentsources.We call theseproxies
"polymorphicproxies".Fromtheusers’point of view, theresultingglobalbehavior is
thatof a "polymorphicservice":Thoughwell-definedandstableserviceinterfacesare
used,theserviceitself mayshow a context-dependentbehavior.

Beforeoffering sucha service,the serviceprovider mustdevisea service-specific
policy definingthe"who" and"how" for accessrequeststo privateservices.If, for in-
stance,thecommunicationschannelto therequestingsubjectis exposedto eavesdrop-
pingandtheinformationto beconveyedvia thischannelis confidential,anappropriate



policy would not allow accessto this information,unlessthe client hascryptographic
capabilities.

A setof polymorphicservicesasseenby theuseris bundledinto aso-calledVirtual
ServiceNetwork (VSN). A VSN is constitutedby a numberof cooperatingVSN gate-
wayseachof which is locatedat the borderbetweenthe public Internetanda private
intranet.To the user, a VSN gateway is the host for a certainsubsetof polymorphic
services.A VSN doesnot show its serviceofferingsuntil therequestinguserhasbeen
authenticated.

Figure1 shows a VSN in which a useraccessespolymorphicservicesasprovided
by different intranets.The Venetianmaskssymbolizepolymorphism:Thoughto the
userit alwaysappearsto bethesameservice,behindthemasksdifferentinstancesare
hidden.
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Fig.1. A Virtual ServiceNetwork. Thebox markedwith "GW" standsfor a groupof VSN gate-
waysconstitutingtheVSN.

The user’s situationis determinedby differentkinds of context information.Our pro-
totypecurrentlyusesthe userstopologicallocation,time, andpropertiesof the client
node’s connectionto the VSN. This context information is determinedby the VSN
gateway to which theuseris connected.Thegatheredinformationcanbe extendedto
includetheclientnode’sabilitiesand,for example,thegeneralsystemstatedetermined
by an Intrusion DetectionSystem.This would allow only basicaccess,in caseof a
vulnerablesystemstate.

3 Polymorphic Services

As notedin Section2, network servicesareaccessibleaspolymorphicservices.These
arecomposedby insertinga polymorphicproxy betweenthe client andthe back-end
server. Thefollowing sectionsexplainpolymorphicproxies.



3.1 Polymorphic ProxiesasCapabilities

Due to their propertiespolymorphicservicescanbe seenascapabilities.A capability
is anunforgeableticketcontaininga referenceto anobjectandaccessrightsassociated
with it. If an objectis accessedusinga capability, it is only necessaryto verify if the
requestedaccessconformsto theaccessrightsof thecapability.No furtherauthorization
is needed.Any subject(i.e. personor program)presentinga capability is authorized
to accessthe referencedobjectwithin the limits of the accessrights containedin the
capability. Capabilitiesallow for separationof authorizationandaccess,which allows
decentralizedconfigurationandefficientaccess.

In additionto thereferenceto anobjectandassociatedaccessrightsActive Capabil-
ities [5] containexecutablecode.I.e.ActiveCapabilitesaremobileprogramsor objects
of anobject-orientedprogramminglanguage,andform a capabilitywith a built-in ref-
erencemonitor. This aggregationyieldsseveraladvantages:

– The referencemonitor is freely programmable.Arbitrary restrictionscan be ex-
pressed.

– Serverswhichdonotimplementsecuritymechanismscanbesecured.Providedthat
thereis nootherwayto accessaserver thanusingacapability, it is evenpossibleto
secureserverswhicharenot undercontrolof theauthorityissuingthecapabilities.

– Moving the referencemonitor to the client reducesthe overall load of the server.
Accessrequestswhichdonotconformtheaccessrightsof thecapabilityareblocked
by thereferencemonitor, whichminimizesnetwork traffic.

Polymorphicproxiesare a generalizationof active capabilities.They are realizedas
Java objects,which canbe serializedand transmittedto a remoteexecutionenviron-
ment.Polymorphicproxiesactasmonitorsandenforcethecontext-dependentsecurity
objectivesof theserviceprovider.

3.2 Polymorphic Proxy Embedding

Within a VSN (seesection4.1) servicesarerenderedby mobileJava objects.Usinga
Web-Browser, theusercanactivatepolymorphicServiceson thePortalof theVSN. A
polymorphicproxy is thendynamicallyinjectedinto theexecutionenvironmentof the
VSN server. As partof theactivationprocess,a proxy interactswith theexecutionen-
vironmentandregistersitself asanIP, TCPor UDP service.An electronicmail service
proxy would register itself asa TCP serviceutilizing the ports25 and110 to supply
POPandSMTPto theuser. Theinterfaceof theexecutionenvironment,which canbe
usedby theproxy, hasthefollowing methods:

interface ExecutionEnvironment {
XMLDocument description();
GUIHandle userInterface();
void registerIPService( PolymorphicProxy, Protocol);
void registerUDPService(PolymorphicProxy, Port);
void registerTCPService(PolymorphicProxy, Port);
void sendData(Address, PDU) throws IOException; }



The executionenvironmentprovides methodsallowing the proxy registration,com-
munication,anduserinteraction.Polymorphicservicescanbe implementedin a very
flexible manner, sinceproxiescanregisterthemselvesat network or transportlayer:

– Autonomousservice:The proxy containsall dataandfunctionsnecessaryto per-
form therequiredservice.

– Personalizedservice:Theappearanceandtheavailablefunctionality is tailoredto
the needsof the user. Individual preferencesandcertainusercharacteristics(e.g.
age,spokenlanguage,visualacuity)canbeconsidered.

– Protocol conversion:The proxy usesdifferent protocolsto communicateto the
clientandtheserver to which it providesaccess.

– Redundantservice:Theproxyusesmorethanoneback-endserverto improveavail-
ability or performance.

– Decouplingservice:Theproxyactsin placeof aweak-connectedclient,whichmay
temporarilynot beconnectedto thenetwork.

– Forwardingservice:TheproxysecurelyforwardsIP, UDP or TCPdata.
– Simulationservice:For simulationpurposestheproxycanmodify, generate,dupli-

cate,log, or dropdata.

This list shows thatpolymorphicproxiesarea powerful meansto implementsecurity-
relatedmeasures.Section4.1 describeshow polymorphicproxiesaresuppliedby the
providerandactivateddependingon context information.

3.3 SamplePolicy

A policy definesrules which determinewhich userscan accesswhich services,and
underwhatcircumstances.A policy canbeasfollows:

pattern officeHours
time after 08:00 and time before 18:00

group employees@komsys members (
cli@komsys, flr@komsys, mab@komsys )

authcrypt fileserver://komsys
for employees@komsys
restrict officeHours

deny *://*

To allow a context-dependentauthorizationdecision,therulestake time andtheusers’
currentlocationintoaccount.Theaboveexampleallowsmembersof thegroup"employees"
encryptedaccessto a file server aftersuccessfulauthenticationof theuser. Theaccess
is restrictedto officehours.Timeandlocationareexamplesof context informationthat
determineadecision.

4 Virtual ServiceNetworks

4.1 VSN Server

A VSN is provided by a VSN server which runson a VSN gateway. A VSN server
consistof a portal, a policy database,a polymorphicproxy pool, and an execution
environment(seefigure2).
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Fig.2.TheVSN serverallowing controlledaccessto privateservices.Usingpolymorphicproxies
for serviceaccessonly apartof theobjectsaccessiblethroughtheserver is visible(markedgray).

If auserrequestsaserviceto bestarted,theVSN serverevaluatesrulesstoredin thepol-
icy database,in conjunctionwith thegatheredcontext information,to selectanappro-
priateproxy from theproxypool.Theselectedproxy is theninjectedinto theexecution
environment.Onceembeddedthere,theproxy interactswith theexecutionenvironment
to establishitself asa service.Polymorphicproxiesimplementthefollowing interface:

interface PolymorphicProxy {
PolymorphicProxy(Name, Portal);

void attachTo(ExecutionEnvironment);
void detach();
void start(String Username, String VSNName);
void stop();
void suspend();
void resume();
XMLDocument description();
void handleData(PDU);
PDU nextPDU(); }

During injection the executionenvironmentinvokestheattachTo(this) method
to allow theproxy to initialize andregisteritself. Theexecutionenvironmentusesthe
methodshandleData() andnextPDU() to allow theembeddedproxy to commu-
nicatewith its client. Thesemethodsare generic,sinceit is possiblefor a proxy to
supplyservicesat differentlayers(e.g.network or transportlayer).

TheVSN serverprovidesawebserverfor everyuserconnectedto theVSN.Usinga
standardJava-enabledbrowser, userscanaccesstheirindividualgraphicalwebinterface
to theservicesavailableto them.Thewebinterfaceallows for viewing of systemmes-
sages,andbasicconfigurationof services.If aservicerequiresadditionalauthentication
it canusethebrowser’smechanismsto asktheuserfor thenecessaryinformation.



4.2 VSN "Dial-In"

A VSN is provided by at leastone VSN gateway to which userscan connect.Co-
operatingVSN gatewaysusethe Jini [4] technologyfor internalcommunicationand
distributionof informationandcomputation.Beforebeingableto useserviceswithin a
VSN, theuserneedsto connectto aVSN gatewayusingaPPPprotocol.Thesupported
PPPprotocolsPPTPandL2TP havethefollowing advantages:

– Commonoperatingsystemsincludesupportfor theseprotocols.
– Thenodeis transparentlyconnectedto theVSN at thenetwork layer.
– Authenticationandencryptionaresupported.
– PPTPandL2TP useUDP for transport,which allows easyfirewall traversal(See

theproposedmeet-in-the-middleconceptin [3]).

The VSN gateway comprisesa PPTPor L2TP server, permitting the client nodesto
connectto a VSN. IP traffic is not routedby thekernel,but insteadis forwardedto the
VSN server.

5 Other Approaches

Thefollowing sectiondescribestwo otherapproaches.Both projectsarerelatedto our
proposal,becausethey build virtual networksuponanexistingnetwork infrastructure.

DelgrossiandFerrariproposevirtual networks which they call supranets [2]. Us-
ing a toolkit, supranetsarecreated,deployed,managedanddeletedby their users.A
supranetconstitutesa secureenvironmentfor its users.To virtualize the network, an
additionalabstractionlayer is insertedinto theprotocolstackabove thenetwork layer.
A supranetusesits ownnamespace,whichis translatedinto IP addressesby theinserted
layer. Thesystemis transparentto existing TCP/IPapplications,becausetheusersare
connectedat network layer. To fully exploit thesupranetsfunctionality, it is necessary
to modify or redeveloptheapplications.

In contrastto VSNs, the implementedsecuritymechanismsof supranetsare re-
strictedto 1) accesscontrolto thesupranetand2) cryptographicallysecuredcommuni-
cation.Sincesupranetsbuild atransparentvirtual network nocontext-dependentpolicy-
drivenauthorizationis available.

A similarapproachis pursuedby aresearchgroupatSunMicrosystems.Caronniet
al. developsupernets or Virtual Enterprise Networks [1] by introducinganintermediate
layerontopof IP. A supernetaggregatesnetwork nodes,placingthemunderasinglead-
ministrativedomain,andgiving themanetwork addressspace.Nodeswithin asupernet
areconnectedby channels actingasanencryptedsharedmedium.A nodeis identified
by an IP address.In supernetseven a processcanbe a node.Beforea nodebecomes
visible in asupernet,it mustsuccessfullyregisterat theadmissioncontrolserver.

Althoughthisapproachis similar to ourproposal,therearesomedifferences.After
passingthe admissioncontrol, any other nodewithin the supernetis accessible.No
furtheraccesscontrolis conducted.Furthermoreany participatinghostneedsto havea
modifiedIP stack.Supernetshaveno conceptlike polymorphicservices.



6 Conclusions

Thispapermotivatesandproposesanovelapproachto enhancingtheserviceproviders’
control over serviceaccessandusage,aimedat moresecureservices.A prototypeis
underconstructionand will be shown at the CeBit 2002 in Hanover. Thereis some
further researchto be done.We areinvestigatinghow to make classicalnetwork ser-
vicespolymorphicin an administration-friendlymanner. The cooperationof multiple
VSN gatewaysis beinginvestigatedasareothersourcesof context informationto be
consideredfor authorizationdecisions.
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