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Abstract. Network servicescanbe classifiedas public servicesor private ser
vices.Public servicesare offeredto the anorymouspublic in the public part of
the Internet,whereagprivate servicesare provided exclusiely to selecteduser
groups.Offering privateservicesutsidea securantranetervironmentmay con-
stitutea securityrisk to the serviceprovider. In this paperwe proposeo increase
securityby usingdynamicallyinstantiatedproxiesthat basetheir authorization
decisionfor grantingaccesso service®n context informationsuppliedby differ-
entsourcesWe call theseproxies"polymorphicproxies”.Fromthe users’point
of view, theresultingglobalbehaior is thatof a "polymorphicservice":Though
well-definedand stableserviceinterfacesare used,the serviceitself may shav
a situation-dependertiehaior. We presentthe conceptof Virtual Service Net-
works, in which polymorphicservicesareembeddedgiving the serviceprovider
distinctcontrolover serviceusage.

1 Intr oduction

In today's IT ervironments,usersrely heavily on the accessibilityof a large number
of network servicesTheseincludevariouskinds of communicationserviceqe-mail,
WWW, etc.); databaseand businessapplicationservices(with different front-ends);
andotherservicege.g.telnet,ftp). It is thewish of usersto have theseservicesattheir
fingertipsanytime, anywhere, anyhow.

With regardto serviceproviders,network servicescanbe classifiedaseitherpublic
servicesor private services.Public servicesare offered to the anorymous public in
the public part of the Internet,whereagrivateservicesare provided by organizations,
companiegtc,exclusively to selectedisergroupsnsidetheirintranets Privateservices
mayin mary casegonstituteanimportantpartof theVirtual Home Environment (VHE)
for certaintypesof usersFor instance;nomadic"usersaway from theirhomelocation
appreciatethe integration of private servicesinto their VHE, asdo virtual enterprise
staf whenworking in differentintranetervironments.It is the aim of this paperto
outlineaconcepfor resolvingthe conflictbetweeruserdemandson theonehand,and
provider securityconstraintson the other We proposehetwo following measures:

— Privateserviceshouldgenerallybeinvisible until usersareauthenticatednvisible
servicesarenot exposedo attacks.



— When-afteauthentication—aseris goingto beauthorizedo usea privateservice,
the users actualsituationshouldbe taken into account."Situation" includes,for
instanceplace,time, network attachmentandso on. For example:it may not be
acceptabldéo grantaccesgo anftp-sener’s confidentialsectionwhenthe request-
ing useris in apublic Internetcafe,but the sameaccessequesis grantedvhenthe
useris in theintranetof a cooperatingcompayy.

The secondboint implies a strict separatiorbetweerauthenticatiorand authorization.
This strict separations foundedon a novel conceptfor providing network services
which we call polymorphic services. Polymorphicservicesare embeddedn Virtual
Service Networks (VSNSs), a term denotingan infrastructurefor secureand context-
dependenVHEs.

The paperis organizedas follows: In the following section,the generalconcept
behindpolymorphicservicess explained.Then,theseservicesare presentedn more
detail,includingsomeimplementatioraspectsln Sectiond, thedefinitionandstructure
of VSNssis elaboratedin Sections, approachewith asimilarbackgroundireanalyzed.
The papercloseswith anconclusions.

2 Concept

Today it is commonpracticeto install firewall systemsat the borderbetweenpublic
Internetand private intranetto control incoming and outgoingtraffic. Controlling is
doneatthepaclet/transportayer(pacletfilters) or/andattheservicedayer(application
level gatavays).To restricttheaccesdo privateservicesit is preferableo install traffic
controlattheservicedayerfor thefollowing reasons:

— In distributed systemssubjectsget accesgo (information)objectssolely via net-
work servicesThereforethe servicedayeris the "natural” point of control.

— A generabefinitionof what"secure'meansannotbegiven.Instead securitymust
bedefinedspecificallyfor eachserviceandits individually relatedobjects.

— Servicedayertraffic controlcanbe moreeasilyalignedwith anauthorizatiorpro-
cedurethatconsidergherequestingubjects actualsituation.This enablegheim-
plementatiorof theleast-prvilege-principleaspromotedalreadyin 1975by Saltzer
andSchroedef6].

"Classical"applicationlevel gatavaysarestaticallyinstalledandconfiguredoroxy seners
thatdo not considerthe requestingsubjects actualsituation.In this paper we propose
to usedynamicallyinstantiatedproxiesinstead,that (partly) basetheir authorization
decisionon contect informationassuppliedby differentsourcesWe call theseproxies
"polymorphicproxies".Fromthe users’point of view, theresultingglobal behaior is
thatof a "polymorphicservice":Thoughwell-definedandstableserviceinterfacesare
usedtheserviceitself mayshowv a context-dependenbehavior.

Beforeoffering sucha service the serviceprovider mustdevise a service-specific
policy definingthe"who" and"how" for accessequestdo privateserviceslf, for in-
stancethe communicationghanneto the requestingubjectis exposedto eavesdrop-
ping andtheinformationto be corveyedvia this channels confidential anappropriate



policy would not allow accesgo this information,unlessthe client hascryptographic
capabilities.

A setof polymorphicservicesasseenby the useris bundledinto a so-calledVirtual
ServiceNetwork (VSN). A VSN is constitutecby a numberof cooperating/SN gate-
ways eachof which is locatedat the borderbetweenthe public Internetanda private
intranet. To the user a VSN gatavay is the hostfor a certainsubsetof polymorphic
servicesA VSN doesnot shaw its serviceofferingsuntil the requestinguserhasbeen
authenticated.

Figurel shavs a VSN in which a useraccessepolymorphicservicesasprovided
by differentintranets.The Venetianmaskssymbolizepolymorphism:Thoughto the
userit alwaysappeardo be the sameservice behindthe masksdifferentinstancesare
hidden.

Fig. 1. A Virtual ServiceNetwork. The box marked with "GW" standsfor agroupof VSN gate-
waysconstitutingthe VSN.

The users situationis determinedby differentkinds of context information.Our pro-
totype currently usesthe userstopologicallocation, time, and propertiesof the client
nodes connectionto the VSN. This context informationis determinedby the VSN
gatevay to which the useris connectedThe gatherednformationcanbe extendedto
includetheclientnodes abilitiesand,for example thegenerakystemstatedetermined
by an Intrusion DetectionSystem.This would allow only basicaccessjn caseof a
vulnerablesystemstate.

3 Polymorphic Sewvices

As notedin Section2, network servicesareaccessibl@spolymorphicservicesThese
are composedy insertinga polymorphicproxy betweenthe client andthe back-end
sener. Thefollowing sectionsexplain polymorphicproxies.



3.1 Polymorphic ProxiesasCapabilities

Dueto their propertiegpolymorphicservicescanbe seenas capabilities. A capability
is anunforgeableicket containingareferenceo anobjectandaccessightsassociated
with it. If anobjectis accessedisinga capability it is only necessaryo verify if the
requestedccessonformsto theaccessightsof thecapability No furtherauthorization
is neededAny subject(i.e. personor program)presentinga capability is authorized
to accesghe referencedbjectwithin the limits of the accesgights containedin the
capability Capabilitiesallow for separatiorof authorizationrandaccesswhich allows
decentralizedonfigurationandefficientaccess.

In additionto thereferenceo anobjectandassociatedccessights Active Capabil -
ities[5] containexecutablecode.l.e. Active Capabilitesaremobile programsor objects
of anobject-orientegprogramminganguageandform a capabilitywith a built-in ref-
erenceamonitor. This aggreyationyields severaladvantages:

— The referencemonitor is freely programmableArbitrary restrictionscan be ex-
pressed.

— SenerswhichdonotimplementsecuritymechanismsanbesecuredProvidedthat
thereis no otherwayto access senerthanusingacapability it is evenpossibleto
securesenerswhich arenot undercontrol of the authorityissuingthe capabilities.

— Moving the referencemonitor to the client reduceghe overall load of the sener.
Accesgequestsvhichdonotconformtheaccessightsof thecapabilityareblocked
by the referencemonitor, which minimizesnetwork traffic.

Polymorphicproxiesare a generalizatiorof active capabilities.They arerealizedas
Java objects,which canbe serializedand transmittedto a remoteexecutionerviron-
ment.Polymorphicproxiesactasmonitorsandenforcethe context-dependensecurity
objectivesof the serviceprovider.

3.2 Polymorphic Proxy Embedding

Within a VSN (seesectiond.1) servicesarerenderedoy mobile Java objects.Usinga
Web-Bravser the usercanactivate polymorphicServiceson the Portalof the VSN. A

polymorphicproxy is thendynamicallyinjectedinto the executionervironmentof the
VSN sener. As partof the activation processa proxy interactswith the executionen-
vironmentandregistersitself asan|P, TCP or UDP service An electronicmail service
proxy would registeritself asa TCP serviceutilizing the ports25 and 110to supply
POPandSMTPto the user Theinterfaceof the executionenvironment,which canbe
usedby the proxy, hasthe following methods:

i nterface ExecutionEnvironnent {
XM.Docunent description();
GUI Handl e userlnterface();

voi d regi sterl PService( Pol ynmorphi cProxy, Protocol);
voi d regi st er UDPSer vi ce( Pol ynor phi cProxy, Port);
voi d regi st er TCPSer vi ce( Pol ynor phi cProxy, Port);

voi d sendDat a( Address, PDU) throws | CException; }



The execution ervironmentprovides methodsallowing the proxy registration,com-
munication,and userinteraction.Polymorphicservicescanbe implementedn a very
flexible mannersinceproxiescanregisterthemselesat network or transportayer:

— Autonomousservice:The proxy containsall dataandfunctionsnecessaryo per
form therequiredservice.

— Personalizedervice:The appearancandthe availablefunctionalityis tailoredto
the needsof the user Individual preferencesnd certainusercharacteristicge.g.
age,spokenlanguageyisualacuity) canbe considered.

— Protocol conversion: The proxy usesdifferent protocolsto communicateto the
clientandthesenerto whichit providesaccess.

— Redundanservice Theproxyuseanorethanoneback-endenertoimprove avail-
ability or performance.

— DecouplingserviceTheproxyactsin placeof aweak-connectedlient,whichmay
temporarilynot be connectedo the network.

— Forwardingservice:The proxy securelyforwardsIP, UDP or TCP data.

— SimulationserviceFor simulationpurposeshe proxy canmodify, generatedupli-
cate,log, or dropdata.

This list shavs that polymorphicproxiesarea powerful meango implementsecurity-
relatedmeasuresSection4.1 describeshow polymorphicproxiesare suppliedby the
provider andactivateddependingn contet information.

3.3 SamplePolicy

A policy definesruleswhich determinewhich userscan accesswhich services,and
underwhatcircumstancedA policy canbeasfollows:

pattern of ficeHours

time after 08:00 and tine before 18:00
group enpl oyees@onsys menbers (

cli @onsys, flr@onsys, mab@onsys )
aut hcrypt fileserver://konsys

for enpl oyees@onsys

restrict officeHours
deny *://*

To allow a context-dependenauthorizationdecision the rulestake time andthe users’
currentiocationinto accountTheaboseexampleallows member®of thegroup”enpl oyees”
encryptedaccesgo afile sener after successfuhuthenticatiorof the user The access

is restrictedo office hours.Time andlocationareexamplesof context informationthat
determineadecision.

4 Virtual Sewice Networks

4.1 VSN Serwer

A VSN is provided by a VSN sener which runson a VSN gatevay. A VSN sener
consistof a portal, a policy database,a polymorphicproxy pool, and an execution
ervironment(seefigure 2).
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Fig. 2. TheVSN senerallowing controlledaccesso privateservicesUUsingpolymorphicproxies
for serviceacces®nly a partof theobjectsaccessibléhroughtheseneris visible (markedgray).

If ausemequestsiserviceto bestartedtheVSN senerevaluatesulesstoredn thepol-
icy databasein conjunctionwith the gatherectontext information,to selectanappro-
priateproxy from the proxy pool. The selectegroxy is theninjectedinto the execution
ervironment.Onceembeddedhere the proxy interactswith theexecutionervironment
to establishitself asa service Polymorphicproxiesimplementthe following interface:

i nterface Pol ymor phi cProxy {
Pol ynor phi cProxy(Nane, Portal);

voi d attachTo( Executi onEnvironnent);

voi d det ach();

voi d start(String Username, String VSNNane);
voi d stop();

voi d suspend();

voi d resume();

XM.Docunent description();

voi d handl eDat a( PDU) ;

PDU next PDU(); }

During injection the executionenvironmentinvokesthe at t achTo( t hi s) method
to allow the proxy to initialize andregisteritself. The executionervironmentusesthe
methodshandl eDat a() andnext PDU() to allow theembeddegbroxy to commu-
nicatewith its client. Thesemethodsare generic,sinceit is possiblefor a proxy to
supplyservicesat differentlayers(e.g.network or transportayer).

TheVSN senerprovidesawebsenerfor everyuserconnectedo theVSN. Usinga
standardlasa-enabledrowser userscanaccessheirindividualgraphicawebinterface
to the servicesavailableto them.The webinterfaceallows for viewing of systemmes-
sagesandbasicconfiguratiorof serviceslf aservicerequiresadditionalauthentication
it canusethe browsers mechanismo asktheuserfor the necessarynformation.



4.2 VSN "Dial-In"

A VSN is provided by at leastone VSN gatavay to which userscan connect.Co-

operatingVSN gatevays usethe Jini [4] technologyfor internal communicatiorand

distribution of informationandcomputationBeforebeingableto useserviceswithin a

VSN, theuserneedgo connecto aVSN gatevay usinga PPPprotocol. Thesupported
PPPprotocolsPPTPandL2TP have thefollowing advantages:

— Commonoperatingsystemsncludesupportfor theseprotocols.

— Thenodeis transparentliconnectedo the VSN atthe network layer.

— Authenticatiorandencryptionaresupported.

— PPTPandL2TP useUDP for transportwhich allows easyfirewall traversal(See
the proposedneet-in-the-middleoncepin [3]).

The VSN gatevay comprisesa PPTPor L2TP sener, permitting the client nodesto
connectto a VSN. IP traffic is notroutedby the kernel,but insteadis forwardedto the
VSN sener.

5 Other Approaches

The following sectiondescribeswo otherapproacheBoth projectsarerelatedto our
proposalpecausehey build virtual networksuponanexisting network infrastructure.

Delgrossiand Ferrariproposevirtual networks which they call supranets [2]. Us-
ing a toolkit, supranetare createddeplo/ed, managedand deletedby their users.A
supranetonstitutesa secureervironmentfor its users.To virtualize the network, an
additionalabstractioriayeris insertedinto the protocolstackabove the network layer.
A supranetisests own namespacewhichis translatednto IP addresseby theinserted
layer. The systemis transparento existing TCP/IPapplicationspecauséhe usersare
connectedat network layer. To fully exploit the supranetgunctionality; it is necessary
to modify or redevelopthe applications.

In contrastto VSNs, the implementedsecurity mechanism®f supranetsare re-
strictedto 1) accesgontrolto the supranetind?) cryptographicallysecureccommuni-
cation.Sincesupranet$uild atransparentirtual network no context-dependenpolicy-
drivenauthorizations available.

A similarapproachs pursueddy aresearclgroupat SunMicrosystemsCaronniet
al. developsupernets or Virtual Enterprise Networks [1] by introducinganintermediate
layerontopof IP. A supernetggreyatesetwork nodesplacingthemunderasinglead-
ministrative domain,andgiving themanetwork addresspaceNodeswithin asupernet
areconnectedy channels actingasanencryptedsharednedium.A nodeis identified
by an IP addressin supernet®ven a processanbe a node.Beforea nodebecomes
visible in a supernetit mustsuccessfullyregisteratthe admissiorcontrolsener.

Althoughthis approactis similarto our proposaltherearesomedifferencesAfter
passingthe admissioncontrol, any other nodewithin the supernetis accessibleNo
furtheraccessontrolis conductedFurthermoreary participatinghostneedgo have a
modified|IP stack.Supernetfiavze no conceptik e polymorphicservices.



6 Conclusions

This papemotivatesandproposesnovel approachio enhancingheserviceproviders’
control over serviceaccessand usage aimedat more secureservicesA prototypeis

underconstructionand will be shavn at the CeBit 2002 in Hanover. Thereis some
further researchto be done.We areinvestigatinghow to malke classicalnetwork ser

vices polymorphicin an administration-friendlymanner The cooperatiorof multiple
VSN gatevaysis beinginvestigatedasare othersourcesf contet informationto be
consideredor authorizatiordecisions.

References

1. G. Caronni,S. Kumat Ch. SchubaandG. Scott. Supernetwrking: The next generatiorof
secureenterprisaetworking. In ACSAC: Annual Computer Security Applications Conference,
2000.

2. LucaDelgrossiand DomenicoFerrari. Internet-basedecurevirtual networks. In SYBEN,
pages318-326,1998.

3. AtsushiKara. Secureremoteaccesdgrom office to home.|EEE Communications, 39(10):68—
72,0ctober2001.

4. SunMicrosystems http://www.sun.com/jini.

5. Tin Quian.CherubimagenthasedlynamicsecurityarchitectureTechnicalreport,University
of lllinois at Urbana-Champaigdunel998.

6. JeromeH. Saltzerand Michael D. Schroeder The protectionof informationin computer
systems Proceedings of the IEEE, 63(9):1278-13085eptembell 975.



